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Called at the beginning of the
DXE phase of the boot sequence

The hooked function allocates a
buffer and assigns it with
shelicode for later stages

The i i

[PKd

L A v —5RIA DK

XiHAEUEFI= JL ™7 = 7Moonbounce

DXE Foundation

Contit UEFIE4&R S VY Loy 7 &R L TWE

callback to facilitate infection in
the event of a legacy boot

The OS loader calls a hooked
ExitBootServices,intum
setting-upahook in the loader's
image

Control is passed from the loader
tothe kernel through a hooked
function. in turn setting-upa
hook in the kernel's image

During the kermnel's execution,

the hooked ExAl locatefool
function maps the formerly
allocated shellcode tothe kernel's
wirtual address space and calls it

The formaery allocated shellcode
maps a malicious driver image to
memaory and calls its main entry
point

The driver regi acallback thatis

Host OS

L P % ContiLeakh™ 5 (& Contih“#E
BRI SUEFIFERS VY LAY = P %5
BLTW=ZEDBALSMIR -

colls

% < DUEFIX LD = PESP ( EFI2 A 7 Ls/X—

Network

T4av ) ICEFETB4H, Moonbounce
%] evs 8 posss BSPI7 5y allEET S, OSL1 v —LL Intel ME

2By

FICE MR EE RIFS,

Intel ME SPI

invoked upon each load of an image
in the system

The callback identifies if the underlying
inspectedimage is loaded in the
context of a process executed as
svchost. exe -k netsves. inwhich
case it injects malware into it

https:

media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/01/19115831/MoonBounce technical-details eng.pdf

SPI Descriptor

Image Notify Routine

UEFI/BIOS

Injects user ode |
Mglwgre Stoger

Invoked after
Injection
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Post-Quantum Cryptography
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