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Qilin Ransomware Uses Malicious DLL to
Kill Almost Every Vendor’s EDR Solutions

Baran - April 2, 2026

[RFDS VYLD, BHE
VATLAZEDEDERICENIEL
THOHEL T BEEEICAST
W7, |

Qilin Ransomware
Kills 300+ Different EDR drivers

Qilin ransomware group is deploying a sophisticated, multi-stage infection chain via a malicious msimg32.dll that can
disable over 300 endpoint detection and response (EDR) drivers from virtually every major security vendor.
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HP launches TPM Guard to help defeat

physical TPM attacks

News
Mar 24, 2026 - 4 mins

Current TPMs can be compromised with $20 of hardware, allowing attackers to bypass BitLocker and
access encrypted content.

Credit: JLStock

The Trusted Platform Module (TPM), developed by the Trusted Computing Group (TCG), is a mandatory
security component in any computer running Windows 11. It stores sensitive information such as
encryption keys in a separate, secure chip, passing it to the CPU as required.

Related content
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CISA urges IT to harden endpoint
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Mar 19, 2026 - 6 mins
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OPINION
Are you ready for shape-shifting apps?

By Jonny Evans

Mar 18, 2026 « 6 mins

Apple App Store Mabile Security i0S Security

NEWS
Google warns of two actively exploited
Chrome zero days

By Howard Solomon

Mar 13, 2026 - 4 mins
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