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BIOS Password: BIOS Password Management of client machines.

Microsoft Device Guard: Microsoft Device Guard delivers hardware and software-based malware protection
requiring applications and drivers to prove they are from d source before they are allowed to run. This

policy helps you configure settings in HP BIOS to modify state of a system from Device Guard-capable to Device
Guard-resdy

Sure View: HP Sure View eliminates the need to carry additional tools to guar
simply presses the fn+F2 key to immediately transition the PC to privacy modk
visible fight when viewed at an angle, making it difficut for others o view the information on the scree

WorkWise: Computer application software that enables users of personal computers to maximize device

functionalty use.
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-~ - 19 \ » Assetsand Compliance » Overview »

\ssets and Compllance
- = Uvernew
& Users
& Devices
# User Collections
& Device Collections
&, User State Migration
* ] Asset Intelligence
[ Software Metering
* . Compliance Settings
* | Endpoint Protection

* ] All Corporate-owned Devices
4 () Hp Manageability Integration Kit

<

Assets and Compliance

* Navigation Index

HP M. geability Integration Kit: HP M

Users: Manage users and user groups for the hierarchy,

User Collections: Manage user collections for the hierarchy.

User State Migration: Manage user state migration for when you deploy operating systems.
Software Metering: Configure rules to monitor software application usage.

£ Endpoint Protection: Manage Antimalware and Firewall policies.

& BIOS Password

en i
{2 Microsoft Device Guard
7 Sure Start
& Sure View
5 TPM Firmware Update
) WorkWise

I_U Create Policy
7 Eedit Policy rts (0) - Last updated: 10/20/2017 11:09:57 AM

7 Feedback

geabiity | Kit

Y J

Figure 4 Create Policy

3. R—RSAOERHT, N—RSALEEAILET.

Configuration Baselines

Select Baseline Create Baseline

There are no Configuration Baselines available to add BIOS Password policy. Please create a Configuration

Baseline first.

Enter Baseline Name

BIOS Password

=

Figure 5 Creating a baseline name

4. WrpRl=o w7 LET,
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Configuration Baselines X

Select Baseline Create Baseline

Baselines

BIOS Password

[ Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

5.

MRS LTEN—RXT A > Z&RL. [0KIZET ) v I LET,

Figure 6 Completing the Create Baseline task
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© Copyright 2018 HP Development Company, L.P. HP Manageability Integration Kit 19



T ZHIVRT A b=/ —

BIOS Pass - BIOS Password -
[~ BIOS Password Manager
BIOS Password Manager
-] BIOS Password
B Sy JAT—FOZEEG, BIEONZAT—Fc—ET 30\ JIAT-FFEROIE 1—5—(CBFENET . JIAT—Fig, IF1—

H—(CRIEBAENTVS/ A T- RS —OBELTVWAHENGDET

IRTEDBIOS)NAT—F *
S0800000

s field blank if BIOS password is not set

Keef

JAI-R AT

BIOS)UAT—

m

(@) BIOS/NAT—FOZEE QO Blos/tAT-
FULLWEAT - =

0000000

FULIAT—FORER ~
senssens
FLL - R - B2 .

Create Policy

Figure 7 Changing the BIOS password
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BIOS Pass - BIOS Password -

[] BIOS Password Manager

=

| BIOS Password Almost done. Let's make sure all settings are correct.

E Summary

~ BIOS Password 3 Sersings)

BIOS Password Manager Action Change BIOS Password ¢ Edit
Current Password Set ¢ Edit
MNew Password Set 7 Edit

RS —OFRT

Figure 8 BIOS Password change summary
6. RUS—DBEINRY>HZIVYvILET,
7. RUS—DBREIOKDLVICFALR1ZI ) wI LERE, MKIFBRTERTESLDIC, TON—X

TADEEDREEIEEL DA TTA T2 X]- BR]- [D2 TS5 A4 72 XRE]- [REEENRF
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B o
tap) ‘ L F =)
reate [ Feedback  Saved
Configuration Baseline Configuration Data Searches ~
reate Feedback earch
L3 ~ | \ » Assetsand Compliance » Overview » Compliance Settings » Configuration Baselines
ssets and Compliance « Configuration Baselines 3 ttem:
4 B Overview
2, Users lcon___ Name Status __ Deployed _ User Setting _ Date Modified Compliance Count Count __ Failure Count _ Modified By
1% Devices I.. BIOS Password Enabled  No No 10/20/2017 309PM 0 0 0 HPITEST\A
# User Collections

& Device Collections
&, User State Migration

Asset Intelligence

[ Software Metering

Compliance Settings

] Configuration items

sl Configuration Baselines

i} User Data and Profiles

2 oo Dioklec

Figure9 Compliance settings
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BIOS Password - BIOS Password X

(/@ BIOS Password Manager

The policy has been saved successfully.

You can now deploy the baseline containing this policy. You can also start deployment from the

Deploy option under the HP Manageability Integration Kit link in SCCM.
Deploy

rovs [N

Figure 10 Deploy compliance settings
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Deploying BIOS Password X

Policies
BIOS Password - BIOS Password

Select the Device Collection to deploy

Collection Deployed
All Systems No
All Users No
All User Groups No
All Users and User Groups No
All Custom Resources No
All Unknown Computers No
All Mobile Devices No
All Desktop and Server Clients No
MIK No

8. RUL—%BEATH-HOBEYGEILY a3 UEEIRLT, [Deploylz vy LET,

Figure 11 Select Device Collection
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3. [BIOS/NRXT—ROBEIRIOZZHARY > &BIRLET,

BIOS Pass - BIOS Password -

[~ BIOS Password Manager
BIOS Password Manager

[=] BIOS Password

= Summary

JRI-FOEEF WEQ/ZT—H—EHT 30 JIAT-FFEAOI 1 —9—(OBAENET . JIAT—Fld, 21—
A—JREEREN TV /AT — PR —(CES LTV SHESHDET
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*0000000

Keep this field blank if BI(
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BIOS/{AT— FZZE BERFTvIrEANEY

QBlosKRI-FoZEE () BIOS/IAU-FOE (®) BIOS/TAT—FoHIER
FTLLIRT—F

FULYTA D — bR

Figure 12 Removing the BIOS password
4. [CreatePoliyl=27 ) wZT LEY,
5 RUS—OREIETIVYILET,
6. BIOS/NRT—ROHIRERIRLIZEZ EZHERT 254 7ATHERRINET, [0KIZT ) v T L TH
TLET,

BIOS Password Manager -

. BIOS/(ZT—FEEIET 34T BRIRLELE. COBfELh. BED
/b BlOS/IAT-FHEIERENZT.

OK Frtl

Figure 13 Confirming BIOS password removal
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Figure 14 Set new BIOS password
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BIOS Password Manager X

The Current BIOS Password is unchecked. That is considered as there is
H nec password set on :
I p d BIOS

OK Cancel

Figure 15 Confirming new BIOS password
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© Copyright 2018 HP Development Company, L.P. HP Manageability Integration Kit 26



T ZHIVRT A b=/ —

7/ HP BIOS Configuration

BIOS Configuration 4 > % — 7 T —RX&EFRAL T, ITEBEXBOSERER) S —%52E&HLTIZTAT7>+OE
1—YICERTEEY,

TI1TR—bEINDTZAT o TTYbTA—A

o 2015 MO HP AN —> v )L Ea—%

T2YR—bENDTZAT > K0S
* Windows 10
» Windows 8.1
* Windows 7

7.3 Bl
» Microsoft .NET Framework 4.0 21 £

* HP Manageability Integration Kit
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75 A7 A)RTNY >
ZORY ERIRTZE, BIOSRENIN—MbSni=H7T) ELTRRINET,

| BIOS Configuration - BIOS Configuration

= HP BIOS Configuration

oot |

*  HP BIOS Configuration

'Ca!egmy view | tist view[ Filter to settings containing :

[C] Select All Settings ] Show Selected Settings Only (0) <+ Expand All
Summary = = T
Select Values =
(® [0 Intel AMT 12 setting(s

AMD DASH 1 setting(s

® O

BIOS Power-On 10 setting(s

Hardware Configuration 46 setting

m

Boot Process Configuration 14 setting(s
General Configuration 5 setfing(s
BIOS Password Policy 8 sefting(s

Serial Ports 10 setting(s

NONOROROHONO)
OoooOoao

®
O O

Security Configuration 13 settin

@© (

Network configuration for BIOS Updates 9 setting(s

G'j ] BIOS Management 10 setting(s
G} [ Keyboard Configuration 5 cetting,
(i} [[] Power Management 30 setting(s)
(® [0 Graphics and Video 5 setting(s

<
|
.

Reset to defaults 5 setting(s

)

Create Policy

Figure 16 HP BIOS Configuration (Category view)
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BIOS Configuration - BIOS Configuration

= HP BIOS Configuration

v p Filter to settings containing :
) bAiP BIOS Configuration [] Select All Settings ] Show Selected gs Only (0)

el | select | Setngs | Veues | J§
Intel Active Management (AMT) ‘

0 Enable

] AMD DASH c Enable

i Wake On Sunday @D b

0 Wake On Monday Q Enable

- Dynamic Platform and Thermal Framework (DPTF) Q Enable

= Wake On Tuesday @D b

> Wake On Wednesday @D b

- Wake On Thursday Q Enable

4 Wake On Friday o Enable

. Wake On Saturday o Enable

0 @D v -

Figure 16 HP BIOS Configuration (List view)
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BIOS Confi - BIOS Confi i X

9

« HP BIOS Configuration

#| HP BIOS Configuration

Summary

Select All Settings ] Show Selected Settings Only (260) <+ Expand All

Settings Values
® Intel AMT 12 setting(s

AMD DASH 1 setting(s

® @
ag

BIOS Power-On 10 setting(s

)
<]

Hardware Configuration 46 setting(s

n

©
<]

Boot Process Configuration 14 setting(s

General Configuration 5 setfine

©O
aa

BIOS Password Policy 8 setting(s

Serial Ports 10 setting(s

© &
<<

Security Configuration 13 setfing(s

®
<]

Network configuration for BIOS Updates 9 setting(s

BIOS Management 10 sett

) ®
<]

<
a
=
n
-
o
o
13
=
o
0
(]
3
=
-]
c
=
o
-3
o
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"
&

©® G
a

Power Management 30 setting(s)

©
a

Graphics and Video 5 setting

Reset to defaults 5 setting(s

©®O
<]

|

Create Policy

Figure 17 HP BIOS Configuration (Select All Settings)

78 EBIRLIZEREDHRT
BRINTVBREOHERFTBICE, COF Ty IRy A TS > ERRLET.,

BIOS Configuration - BIOS Configuration

«! HP BIOS Configuration

p List View | Filter to settings containing :

®| HP BIOS Configuration —

] Select All Settings Show Selected Settings Only (13) J + Expand All

Summary

® O Intel AMT 12 setting(s)

(® [0 AMDDASH 1 setringfs

Create Policy,

Figure 18 HP BIOS Configuration (Show Selected Settings Only)
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ZORYEERL T, BREDFMEMATZIIMN LT,

BIOS Configuration - BIOS Configuration

g

s| HP BIOS Configuration

Category View | \FList V;ETE Filter to settings containing :

HP BIOS Configuration
Summary

[ Select All Settings

(® [0 Intel AMT 12 setting(s)
Intel Active Management (AMT)

(.

i USB Key Provisioning
Unconfigure AMT

J

i, SOL Terminal Emulation

- Show Unconfigure ME Confirmation Prompt

T
USB Redirection Support
Verbose AMT Boot Messages

O

Ll

g Wireless Manageability
Watchdog timers

[

0OS Watchdoa Timer

— Collapse All

[ Show Selected Settings Only (

Settings

Enable

Enable

Enable

<

Enable

Enable

Enable

Enable

Enable

Create Policy

Figure 19 Expand/Collapse All
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HP BIOS Configuration

7.0 BRE DR
BHNGXFHO-HICEDNT, BRO—BTRRET P BOHBLOOXFHEANLET,

Xil
i

BIOS Configuration - BIOS Configuration

+) HP BIOS Configuration

T

Filter to settings containing : ‘ Zoot Order|

Category view| l List View |

¢/ HP BIOS Configuration [ Select Al Settings T
= Summary .
Select ‘ Settings Values -
@ [[J] Boot Process Configuration 2 setting(s
Legacy Boot Order —
a2 .i
UEFI Boot Order p—
(| i
Create Policy,

Figure 20 HP BIOS Configuration (Filter to settings containing)

71 R S —OFER

1. Configuration Manager <, [BEL O 754 7 2 RX]-BEIDIBISEIRLET,

2. [HP Manageability Integration Kit]Z @8R8 L. [BIOSConfiguration]Z/&77 ') w7 L T. [Create Policy]Z3&4R L
ESr N

3. R=XTAZBEANLT, RUS—ERD«F—REEHLET,
4. BIOSFEREZEBERLTHLFHLWMEZEIRL T, REZZELFT,
5. [Create Policy]&iZR L £,

6. WMEXR-—JTREZEADLIT. EENBELBAREINAY > 27 ) v I LEY, BELZVEAIE
RS —DREIRSY >&2D ) v I LET,
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BIOS Configuration - BIOS Configuration X

«/ HP BIOS Configuration

Summary

GLAGONNLT VI Almost done. Let's make sure all settings are correct.
Summary

Settings [ Values =

(=) BIOS Power-On 10 Setting(s)

Wake On Sunday Enable Edit
Wake On Monday Enable Edit
Wake On Tuesday Enable Edit
Wake On Wednesday Enable Edit
Wake On Thursday Enable Edit
Wake On Friday Enable Edit
Wake On Saturday Enable Edit =
SureStart Production Mode Counter Edit
Hour to turn on the computer Edit
Minute to turn on the computer Edit

(») Boot Process Configuration 74 Setfing(s)
Legacy Boot Options Enable
UEFI Boot Options Enable
Legacy Boot Order
UEFI Boot Order

Start-up Menu Delay 0 seconds

Fast Boot Enable

Audio Alerts Duning Boot Enable Edit
CD-ROM boot Enable Edit
Enable PXE Boot Enable Edit
Enable USB Storage boot Enable Edit e

7. RUS—DNEBICREINEZS, RUS—0RBIZERL NS, RUS—Z2BRY Y- v 0
L7232 &8RLET,

8. UJTAF7>hAE1—YEBEHL T, BIOSEHENEBNIADILIICLET,

702K > —DiRE
1. Configuration Manager T, [BELX A>T 4A4 72 RI-BEIDIEISBEIRLET,

2. HP Manageability Integration Kit ZE&Ra L. [BIOS Configuration]&=&77 ') w7 L T, [Edit Policy]l & &R L =
—a—o

3. WEIDHEON-RTAZAR)S—EERL, 0KIZ7 )y LTO«4 Y= REHRTLET,
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Select Baseline | Create Baseline

[[] Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 21 Configuration baseline list

4., RIUS—DERDODRTYTA4HN5 8 ITRVET,

past-wh
54T > b Ea—4%7TlE  HPMIKBIOS Configuration 177 | %PROGRAMDATA%\HP\HP MIK\Logs 7 =+ JL&1C
REINFET,
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¢ Windows 8.1
¢ Windows 7

83 €DMDTZ AT > b AT LADRIREM
Microsoft .NET Framework 4.6.1 LA -

* HP Client Security Manager 9.3.10.2571 LA |

* The HP Device Access Manager 8.4.12.0 4 _E
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FEED: Intel © Authenticate™ I > <> 1%, Intel ® Authenticate™D 3B E SfctzF a2 ) T+ MEEERIBE T 2720 12w
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— Intel Management Engine Driver 11.6.0.1019 A E

— Intel Bluetooth © Driver 19.00.1626.3453 [ _E
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Figure 22 Configure high-level features of HP Client Security Manager
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Figure 23 Configure Intel Authenticate
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Figure 24 Configure Windows Logon authentication
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Figure 25 Configure policy and credentials for Windows sessions and VPN policies
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Figure 26 Configure Advanced Options
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0S Processes — 7 A7)

G HP Client Security Suite

“Security”

Protect OS processes, HP security products, HP processes, and 3rd party applications
Enable protection of critical applications
Window
Windows
= VPN Policy
Advance
* Device A
s Hardware
Rem ble Media
curity Pr

HP Sure Run

Logon Pol . " o
Select Categories
Policy

Options ] OS Processes

Manager + M Security
Security Accounts Manager
e Base Filtering Engine
4 Cryptographic Services
HP Sure Recover ® Software Protection
i'u”””‘”)' =] Network

Management
@ Application Infrastructure
Core OS
] HP Security Products
W] HP Processes

3rd Party Products

@D nabled

0S Processes— ¥ 7' /1 7 ' U “Network” / “Management” / “Application Infrastructure”

& HP Client Security Suite

e _____PIHP Sure Run

urity Manage Protect OS processes, HP security products, HP processes, and 3rd party applications

Authentication

Intel Enable protection of critical applications

uthent
Windows
Windows

= VPN Policy

Advanced Options “

Select Categories

OS Processes

s Device Access Manager

Security
= Hardware + @ Network
dia -
WLAN AutoConfig
rity Provisioning

© HP Sure Run Extensible Authentication Protocol

HP Sure Recaver “ Management

Summary

7 Group Policy Client
+ @ Application Infrastructure
| Windows Installer
Task Scheduler
Core OS
HP Security Products
[@ HP Processes

3rd Party Products
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0S Processes — 7 A7)

G HP Client Security Suite

“Core 0S”

Client Security Manager Protect OS processes, HP security products, HP processes, and 3rd party applications
Authentication
Intel Authenticate (TM)
Windo n P
Windows S
VPN Policy
Advanced Options

Device Ac

Enable protection of critical applications

el Cat es
jon Policy RN

2 (@ OS Processes
Manag ® Security

- {ardware .
Hardwar @] Network

Removable Media

Management
Security Provisioning

HP Su
HP S

Summary

@ Application Infrastructure

« M@ Core OS
B DCOM Server Process Launcher
Remote Procedure Call (RPC)
RPC Endpoint Mapper
Windows Event Log
Volume Shadow Copy

J HP Security Products
® HP Processes
3¢d Party Products

@D cnabled

- Collapee AR

HP Products / HP Processes
B HP Client Security Suite

¢ Manager Protect OS processes, HP security products, HP processes, and 3rd party applications
Authentication

ate (TM)

n Policy

le pction of itis i i
& Intel Authent Enable protection of critical applications

Wind
Windows St
VPN F

Pol Select Categories
on Policy

@ OS Processes
4 [] HP Security Products

HP Client Security Manager
» Removable Media v
o [] HP Device Access Manager
HP Sure Run [ HP Sure Click
HP Sure Rec « (W] HP Processes

[T HP Notifications

[ HP Hotkey

1 HP 30 Driveguard Service
HP WMI Providers

3rd Party Products

3" Party Products

% HP Client Security Suite

HP Sure Run

 Client Security Manager Protect OS processes, HP security products, HP processes, and 3rd party applications

Authentication
& Intel Auth Enable protection of critical applications
Windows
Wind
= VPN Policy
Advanced C

* Device A

nticate (°
ogon Policy

Select Categories
ws Session Policy

@) OS Processes

CJ HP Security Products
® Hardware [® HP Processes

+ Removabl

Security Provis « M 3rd Party Products
HP Sure Run
HP Sure Recove

Summary

SCCM Client

Windows Security Center
Firewall

Antivirus

Microsoft Windows Defender
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@D cnabled

- Cellapse A

Previous)
HP Client Security with Intel Authenticate Support

@D ctnabled

HP Manageability Integration Kit 52



T ZHIVRT A b=/ —

BIN3ITHR—NENBTTATONTTVNTH—A

« HP OX—> v JLPC - Intel (KBL-R &8, 800> ') —XLLE). AMD (Ryzen ## . 700> 1) —X)

BIMATIR—KENDBT T4 7>k 0S

+ Windows 10RS3 PA =

BISZEFDMDTZA T > I RTLADEMH

Microsoft .NET Framework 4.6.1 LA I
HP Client Security Manager 9.3.11.XXXX LA _E

+  HPMIK Clientv2.0.18.1 A I

8.11.6 BIIRSRMHF

TRTDT AT b RFAIEHPSureRun AR S —ANERINZESICT7OES 3 Z 7 hhTnd
Lo FHIZDUNTIE Security Provisioning Dtz S 3 > & BB I L,

8117 K1) > —DERK

1. Configuration Manager ©, [BEL I 724 7> R]-EIOIEISEIRLET,

2. [HP Manageability Integration Kit]Z=321R L. [Client Security Manager]Z=#727 1) w27 L T, [Create Policy]%i&
RLZET,

3. N=RTAZBEANLTRYS—ERD « = RZRBLET,

4. [HPSureRunIN—ZICHENLF T, HHEEHERL. LELDNIFEEL THSNextlZZ ) w7 LE
3—0

© Copyright 2018 HP Development Company, L.P. HP Manageability Integration Kit 53



T ZHIVRT A b=/ —

G HP Client Security Suite

Protect OS processes, HP security pros s, HP processes, and 3rd party applications

Enable protection of critical applications @D cnabled

Categories
on Policy 9

T VPN Polk
Advanced Options @] OS Processes

» Device Manager Security
® Hardw:
st | Network
Removable Media
(] Management

Security Provisioning
HP Sure Run

HP Sure Recover Core OS

1] Application Infrastructure

Summary ] HP Security Products
W] HP Processes
3rd Party Products

previousl Nex

5. BER—TJOHPSureRun 273>, BRUEY AT ORIKEREEBENTEET,
WINADT TAHTIAVDMREI R Vv o d5E, RS—FHMD=HIZ HP Sure Run R—HBE
R=ET,

6. DRUS—DRFIET)vILET,

7. RUS—DNERBICREFEINEZS, IRUS—DRBIZERL NS, RUS—Z2BRT YT v b
L7 a>aEERLET,

G HP Client Security Suite

scurity Manager

Authentication
Intel Authenticate (TM) Settings

Windows Logon Policy

Actions

(®) HP Sure Run 28 Sottingls)

Sure Run

Management Instrumentation

unts Manager

vice Access Manager Filtening Engine

Hardware Cryptographic Services

Disabled

stion Protocol Disabled
Disabled
Disabled

Summary

anager

Access Manager

d
d
w3 Security Center Dissbled
Frrewsll Disabled
arus Dissbled

fo Windaus Dafandnr Nieshiad :

[previous Jsave poio]
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8.11.8 f B IE%R

1. RUS—ZELBERTIEDIC, VAT b2 RTLAZBEITIVENDY FT, RS-0
EBRICRMLZIEAIE. EMOBEFNBEICEDZENDHY T,

2. TEEER BRLETFIVITI—23a>WNITAT LRI RATAICA > AM—LENTWS Z L &1
BT DRENDY FT, ZNLIDIEE, IR —ICIFA > X b= ILEhTuwgnr ) r—
> 32T BMERG b — XY —BRINKRTINET,

3. UTATUHIRTATREDHDEINRELLBEANTARIVEY

o IZRI-—V—ICh—RY-—RyIT7YvINRRINET,

o [EU HPSureRun X wtz—A Windows A N> bEa—7IC

SERER

8INBIREINTWBAT ST —>3>0T7 4> A=)l

RESNET )T =S a3 N RBILESTEIRE, 7242 A=) BE1IC HP SureRun DEREEZE L
T, FOT7 TV =2 3> %ER XD SEIBRTINENHY EFT,

8.11.8.2 HP Sure Run & HP Sure Recovery MO8 & B8{%

HP Sure Recover AR LT 0S DY DN EET LIEREIEL U/ I HP Sure Run ANBEIRYICERDIC
B30, BEENITIVELRHY X,

811.83TPM &)tz bETIF D) 79 D& HPSureRun HAMEIE L ET

HPSureRun If, BB L MESIHIBIEEXETT I=HICTPM2.0 &ERBTIHNEADH Y I, TPM AUz v ~
FFT)T7ENDE, HPSureRun IC& > TIERL S = — X BRI/ VR TERCRYET, INEFER
TEME—DAHEIE. HPSureRun ZENCL THSBEBRICT ZZ & T,

8.12 HP Sure Recover

8.12.1 Hi&

HP Sure Recover |, B/NRODIA—F—BIETRYRT—TENLTOS/DVWD A A—SHETTDDICKRIBGE
3—0

8.12.2 & pk

HP Sure Recover X— < |ZFS&EIL £ 9, HP Sure Recover ZBRINCT BICIF. [BRIIEEIRLET,

TEBEEHEIZOS A A—EYDOO—RTBBEFHAELTHP DFTP NFREIZREDHRY LADIBFERETEE
3—0
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8122 THP A A =>D1) A7)\
T EBEIZHP NMERTIHNBIRINER) S —ERBICNLCTCRET I ENTEET,

3 HP Client Security Suite

Recovery of OS impacted by malware or corruption and corporate image.

HP Sure Recover @D cnabled
Schedule HP Sure Recover QD Disabled
@Hp QO custom
Platform image
) HP Dev ivers

Summ

prevoul New |

HP R D 0S (RTA/MIE) A A=2DFT>O-RNS)ANDUTBICIE HPDOSAFLIZA A%
BRL, [TV R Ta—LDORTAN=IFIVIRY 7 RERBRLTIEE L,

81222 DAY LD') 73\

ARIRAALTE0S A A=2FFA LT AN B2 & Corporation]F S 3 > &&EIRLET, ITERE
lE. AA=OFI2O—RITO URL & A A—JREEF —%RHTIVELNDHY £,

3 HP Client Security Suite

HP Sure Recover

age Recovery of OS impacted by malware or corruption and corporate image.
HP Sure Recover @D cnabled
Schedule HP Sure Recover QD Disabled

Qwr (® Custom

Image Location URL *
Fipu N ID.COm
Platform Image Image Verification Key *
Browse!

Username Password

* Indicates required field

Previou=lil Next |
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pa st

1. FTP & HTTP AR — RSN TLET,

2. FTPIHTTP D7 A0 > REEEICK > TFD - —BENRT— RABEICR Y FT,
3L AA=DREIF DT # =< v hEL T .pem & pix MR- R ENTVET,

4. URL IZXRDFRICT AINEMND ) £, - ftp://abc.fip.com/<folder>/<name>.mft
#8128 N Za T I AN FAIIER B ED O DRBRIBRNO I > a > 28R ITEE L,

812230 AT 2RI ATLAD ) AN)DRT>a—)L
IT B E |L[HP Sure Recover DT a1 — JLIZ BT DT, BENRT/NARD0OS D) ANYER TS
21—l TEEYT, @EIF. RHEORBICT BELIFBICEHBICRT a2 -3 &NTEET,

G HP Client Security Suite

et PIHP Sure Recover

. C r

overy of OS impacted by malware or corruption and corporate image.
HP Sure Recover @D ctnsbled
Schedule HP Sure Recover Q Enabled
Select frequency s”e‘-‘rd")’f?’)’ Time
[Nonev] s15amE]v]
(OL QO custom

Platform Image
] HP Device Drivers

BI23IYNR—ENBTTAT N TTYNTH—A

« HP O —> % JLPC - Intel (KBL-R ¥, 800> —XPLE), AMD (Ryzen B8, . 7003!) —X)

8124 IR—KEINDTTA4 7> K0S

+ Windows 10RS3 A

8125 FDMDTZAT7 > b RTLADEM

«  Microsoft .NET Framework 4.6.1 LA &
«  HP Client Security Manager 9.3.11.XXXX LA
+  HPMIK Clientv2.0.18.1 BAE
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8.12.6 BIIR &

T&t®7547>h>X?Auﬂpwmmmﬁu ﬁﬁ%ﬁhé&o JOoeSazrIdshTndz
&, FHMIC DU TIE Security Provisioning D1z S 3 > & ZTEBLES

8.12.7 ') > —DERK

1. Configuration Manager . [HP Manageability Integration Kit]%321R L. [Client Security Managerl&=H/27 ') v
7L T, [Create Policy] Z3&IR L E T,

2. N=RTA2EZANLTRIS—ERT 4 - RZEBLFT.

3. HPSureRecover R—ICREILFE T, MHEEERL. BBAHNITEEL THSNext]1ET ) v
LEYd,

G HP Client Security Suite

_ HP Sure Recover

Recovery of OS impacted by malware or corruption and corporate image.

HP Sure Recover @D rnabled

Schedule HP Sure Recover Q Enabled

Select frequency Select day(s). Time
e

s1sanEv]

QO custom

Platform Image

Security Provisioning

€ Run

provious ] et |

4. BEX—SOHPSUreRUN T3> T, BRREFREEENTEET, RRSNTLIEEOLTN
NOUREIED ) w73 2&, NS —EHDZ8IZ HP Sure Recover R—HEBERIET,

@ HP Client Security Suite

Almost done, Let's make sure all settings are correct

Sel Values Actions

(%) Authentication ¢ Sattingys)

(©) Intel Authenticate (TM) 7 Semting(s)
(%) windows Logon Policy 7 Setting(s)
S Masger (:) Windows Session Policy 1 Samingrz)
B Hacdware (¥) VPN Policy 7 Settngys)

(%) Advanced Options  § Sattingys)
(%) Security Provisioning 2 Sesing(s)
(® Hardware 10 Setting(s)

() Removable Media & Semingfs)

Summary

(© HP Sure Run 28 Setting(s)
() HP Sure Recover 3 Setting(s)

Enable Ednt
Disable £dit
Images from HP Ediz

[ Previous Jsave polcy
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5. RUS—OREFIET ) vILET,

6. NIS—DNERICREFINLS. (RUS—DERIZERL NS, AU —Z2BRT YT v b
LT a>E&RLET,

8.12.8 /i BIB%R

1. RUS—ZELBRTIEDHIC, ITAT2 R RTLAEBEHTOILENDHY T, RS-0
BRICKELZIBAI. ENOBEINBEICEDZENDHY FT,

2. RTATI AT 7AIILNOIERFIE

a. BIREMHE L LT, sha256sum Y —JL & Openssl Y — LA E T,
b. AA=IRYZa2TTRANT7AILDIER

AR LA A= DT T R K SHA256SUMEXE O > REFH L TER L £
1
>sha256sum os-drivers.wim > image.mft

>type image.mft
8f161eac8d9197088ad8892e5d529b0287b5a9b8604c546e5a66d8737531¢c1ab *os-drivers.wim

FAC:
i.  sha2Sesum Y —)LIFT7 ) =Y 7 hEY D O- RTEET,
ii.  os-driverwim DEBDEER®D 0S 4 A—=Z(wimT7 7 AIILEEIBELET,
i.  ERICHDINDN\Y S 2ERIFELEIFEGY FT,

¢ NXIZ2T7IARTF7AINDER

RSA 2048 bit SR T7 E{ERL L £ T,

C:\OpenSSL\bin>openssl.exe dgst -sha256 -sign recovery_private.pem -out image.sig image.mft

EEC:

i. FRTIBERII IO 3 Z IRICERLEZEOE—HTINENDHY F
T, FOLAWE, BETOCROEFRICRIIIZ-MNEELFET,

i. opensslY—JLIET7U =V I rEYDO-RTEET,
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8.12.8.1 HP Sure Run & HP Sure Recover MTEE E{%

HP Sure Recover A LT 0S DU AN EET LEREEIEL /N IR HP Sure Run HBEIRYICERDIC
B350, BEBRICT2RENHY ET,
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9 Device Guard (Windows 10 (D &)

Device Guard | Windows 10 ICEENTHY . 7SV T =230 ERTANAETEH I INDEIICEETED
V=ZANEDEDNDTHEZEEBRT D LICEL2T. N=RIIT7BIOVIRTIIT7R=DXILD T
THREZRMLET, HPMK D Device Guard /R ') > — | IT BIEE M Device Guard BT D= DB EALF
TiarERELET,

N TR—bEINBTZAT o TTYRTA—A

c - 2015 FELBOHP OX—2 v/l Ea—%

92U R—bEINBTZA4 7>~ 0S

- - Windows 10 (Enterprise Edition Z 7= (& Education Editiion)

OS3FDMDT AT > b AT ALAEH

+ Microsoft .NET Framework 4.0 IL &
¢« HP MIK

9.4 7R > —DIFRY

1. Configuration Manager ©, [BEL I 7247 > R]-EIOIEISEIRLET,

2. [HP Manageability Integration Kit]Z 24 L. [Device Guard]Z/AZ ') w7 L T, [Create Policy]Z &R L &
-a—o

3. N—RSATEEANLTRY S~ « F— RERFLET,

4. RXOFAT3>oOWITNAERIRLET,
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Device Guard - Device Guard

S/ Microsoft Device Guard

L1 Microsoft Device Guard

Microsoft Device Guard

Summa
v @ Helps you configure settings in HP BIOS and necessary Windows features to enable/disable Device Guard.
@ Delivers hardware and software-based malware protection, requiring applications and drivers to prove they're from a trusted source before
they're allowed to run.

Prerequisites

@ Windows 10 Enterprise or Education
@ Trusted Platform Module (TPM) 1.2 or 2.0
@ Virtualization extensions: -Intel VT-x or AMD-V

Create policy to

Activate device guard support
@ This option will modify the registry on the target systems, turn on virtualization extensions [VT-x
or AMD-V] enable Hyper-V and turn on Device Guard virtualization based security. A reboot will

be required.

Deactivate device guard support
This option will turn off Device Guard virtualization based security. Please review the state of the

O machine after the operation completes, to determine if Hyper-V or virtualization extensions can
be safely turned off.

' BIOS Password is required to apply this policy.

Create Policy

Figure 28 Microsoft Device Guard

[Device Guard]l D R— b DBIME—5 =T v b XTFADL X MU EEB L, RIB(CILRRLEE

a.
BRICL. Hyper-V ZBIZ L. Device Guard DIRBIER—XDEF a2 ) T4 ZEBICLET,

UTDOLZXNRENEEINET:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard]
"EnableVirtualizationBasedSecurity"=dword: 00000001
"HypervisorEnforcedCodeIntegrity"=dword:00000001
"RequirePlatformSecurityFeatures"=dword:00000002
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]
"LsaCfgFlags"=dword: 00000001
PAT D Windows DIEREMNEE SNFET:
Microsoft Hyper-V & DBt 1 — ' —E— RABRNICAR Y ET,
PTDBIOS BENEEINET, (IVTA4 7> b0 Ea—5 CRBTERIES)
SVM CPU Virtualization VERDICZ: Y &9 (AMD)
Virtualization Technology (VTN BRIMEIZ7 1) E£97, (Intel)

Virtualization Technology for Directed I/0 (VTA)N BRI/ £, (ntel)

TPM 7/NA ORI AR EEICAR W E£T,
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TPMIRBEAFIR AT BEIC R ) FT

(D-ROM 77— hAMERDIC 721 £

PXE 7 — hAMESDICR Y FY

USBR L =T — bAERICR Y EY,

LAY =T — hDNERDICAY FT,

UEFI 7 — R AVERIICAR Y £

LAY =P R-BXOEF 27T - bOBHRORENL S —FR
—~OEDEBLOEF 2T T - OB FT,

b. [Device Guard]D TR — ~DEXNt—Device Guard DIRBILN—RDEF 1) F 4 ZBMILET,
Device Guard ZHXNICT 2L, LI ANUERENT 7 AL NREICRY FT,

Hyper-V NEERNIC AR L) F£9
BIOS & Virtualization Technology NEERDIC AL 9,

5. MIER-—ZEWRLET, BENMELBEAIE. BINRY 2T v LTSN, Eno
malk, DR —0REFIZEBRLET,

6. NUS—NDEBICHRESNES, [DeploylZBIRL THE, RS —2BETZY— v LTS
I>EERLET,

9.5\ > —DimsE
1. Configuration Manager ©, [BEL > 7oA 72 R [HBEIDIBICER L ET,

2. [HP Manageability Integration Kit]Z 2R L. [Device GuardlZ=HG7Z ') w27 L. [EditPolicy]ZiBIR L &
3—0

3. WEIBHEFEON-RTA R —EBRL NS, [OKIZBRLET,
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Select Baseline

Baselines

[[] Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 29 Edit baseline policies

4. RIS—DFERDODRTY AN 6 DFIEERITLET,

9.6 /2 I1BEFR

IS4 7RO E 21— TlE HPMIK @ Device Guard 7R > — OO IZM TOBRTICIERL SN ET,
%PROGRAMDATA%\HP\HP MIK\Logs
UToOIZ—d-RHAPAHYET,

Table 1 Device Guard error code table

Error code | iPA

0 0K

1 RPRIS—TY, A RAR—IILIS—NKETIAEENDY E£T,

5 ARL =T 4 VIS RFAETR— R EINTOWEB A AL —FT A 2T RT A
DEHEBRLTIESIL,

3 CPU/Fv Ty bEHR—bENRTOWERTA, 7Y R TA—LADBEHESRBL T
{IEEW,

4 HWITZ T4 v I RTANTY, BIEFEBHATITIRNCTZ T4V I RTANEE
FLTLIESL,

5 BIOS ¢ CPU Virtualization DBNMEICKBLE L T=,

6 BIOS 0> TPM Device MAIRRTAEL ICKBIL FE LTz,

7 BIOS M USB 7/\A X7 — b DEIMLICKB L E L=,
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8 BIOS @ PXE 77— ~OERLICKE L FE LTz,

9 BOS 70w E—T— hOEMEICKBMLE L

10 BIOS ® CD-ROM 77— ~DEEMEICKBL F L 1=,

11 BIOS O 7 — hE— RO UEFI A T « J(Without CSM) "DEBICKML £ LT,
12 BIOS DLF 277 — bOBMEICKBMLFE LT,

13 Hyper-V DEEEICKBIL F LTz,

14 DIV -—E-ROREICKMLELL,

15 LPREVEDRETCIZ—AHRELELE,

16 Windows DFEBEDZEE ICKM L F L 1=,
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10 HP Sure Start

HPSureStart I&, T 7 4L TO EBa—Y DEEBRFECIZBEIFIC BIOS DEAMEERIIT ST, <L
TITRVAINRDBENS HPBIOS ZRE L 9, BMDOARY S —7TlE, BIOS HMEII SN BEEEIELT =
EMTE, BIOS AN ROVR) S —FEBDAN NEF v IF v TR ENTEET,

HPMIK O HP Sure Start 7R 1) S —EBIBEFHT L. VE—-—FTRUS—ZBETE, BI0S TOREOHDIWE
PLEF2TARBELZOBOBEICOVWT, BUAOJVREGEBREEEICETTIET,

[l Sure Start - Sure Start X
| © HP Sure Start
|
LIHP Sure Start
% HP Sure Start With exclusive HP Sure Start technology, HP's industry-leading firmware ecosystem enables

&} BIOS Security Settings « Robust remote configurability and managebility of your PC fleet

i Events and Recovery Settings i Automates data protection and helps reduce down time for users and IT due to BIOS attack or corruption

[ Auditlog Self-healing HP Sure Start technology can automatically restore productivity after BIOS attack or corruption with little or no interruption

Summary to user productivity.
Create a policy to apply various available HP Sure Start features and assign them to your users.
Create Policy

Figure 30 HP Sure Start

1001 HR=KENBTTAT N TTV N TH—A
o« 2014 FLEOHP700 > - LR -2 v)LO>Ea—%
o 2018 FELEDOHPE00 > ) — XD AR —>v)LOA>Ea—%

102 R—FENBT7 547> K0S

* Windows 10
* Windows 8.1
e Windows 7

1003FDMDT AT > b RTAEH

+ Microsoft .NET Framework 4.0 B\ £
e HP MK
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1041 —A>25—-T1—X

10.4.1 BIOS Security Settings %7 7

Sure Start - Sure Start X

% HP Sure Start

L1B|OS Security Settings

HP Sure Start Sure start solution is based on the HP BIOSphere, HP's industry-leading firmware ecosystem that indicates the HP BIOS and a secure
& BIOS Security Settings embedded controller. These settings allow you to customize the solution offerings for users.

o| Events and Recovery Settings Verify Boot Block on every boot

7r’ Audit log Check on startup for unauthorized modification to the system firmware boot image stored in the non-volatile o Enabled
|=| Summary memory.

Dynamic Runtime Scanning of Boot Block
Verify the integrity of the HP firmware boot image periodically while system in the On state with user operating Q Enabled
system active.

Lock BIOS Version
Control whether BIOS updates are allowed @D cnabled

Sure Start BIOS Settings Protection
Lock all critical BIOS settings and provide enhanced protection for these settings via the HP Sure Start non-
volatile memory @D cEnabled

. BIOS Admin Password is required to apply this setting.

Enhanced HP Firmware Runtime Intrusion Prevention and Detection

Monitor HP system firmware executing out of main memory while the user operating system is running. o Enabled

® Some settings may not apply to all devices.

1" @ Some versions of HP Sure Start may require a user to accept the change during reboot.

Nex

Figure 31 BIOS security settings

. '@Eiﬂﬁ%@ﬁ@]?lﬂ VI DEB—AEBREIEATVICREFEIN TV S RXTAT 7 —ADTT7 T — A A2
IS D RERZEENGWEENRF ICHER L ET,

BT B &, HPSureStart |, O Ea—5 —DEBFE = IXBEHF, %5ui%¢%*ituxu—
TE-—RHNSDERIFIC. P 77 —ADITORFAA-—SOBAMERIILET, ZOREICEYEF
AT A DBIEINETH, BBERBENARCARITEENHY T,

B> TLWDEHBA, HPSureStart |, O EBa—% —AMRIEREEZIER ) — T E— REBBRELIER
TIBREEIC. HP D7 —AD I T7 T b A A-SOBEEEHIBLET,

s TJ=hJ0OVvIOEBNT O IALARFY 2 —02 1T DB RBPAS> TWTARL =T 4 TS RT AN
BIELTLWBEIC, HP T — A AP OEBAMZEBNICHER LT,

BRIZTBE, HPSureStart IE 15 D EICHP J— b A A—SOBAMERIELET,
« BIOSO/N—>3>0OwT7—BI0S DEHREEINICLET,

* SureStart |IZ& % BIOS BREDRE—FERLTNTD BIOS RENDEEETENICL . W&mﬁmTE%Hx
TEUENLTINSDOREICTT2REZTRIELET, TOREEENTTBICIE BIOS BIEE/NXT—R
NRETY,

s HP 77 —ATTT7DT25 A LABABEB L OCERMBEEDRIE—F R —FT 4 > TS RF LADETHIC
AL AEYNEETEINTWBIHP S RTFTAT7—LAT I T7TEERLET,

10.4.2 Events and Recovery Settings %7 2

INSDOREIE. BIOS DHECHBAEEDBEARLRLEF 2T 4 AN OB ENIZE D HP Sure Start DEIFE
=R L F
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Sure Start - Sure Start X

HP Sure Start

Ll Events and Recovery Settings
HP Sure Start These settings control HP Sure Start behavior upon identifying a critical security event around BIOS attacked or corrupted.
&) BIOS Security Settings

I Eveths and Recovery Settings PSRN upon identifying a critical security event (any modification to HP firmware during
[5 Auditlog operating system)

Summary

Sure Start Security Event Policy

BIOS Data Recovery Policy .
Repair any firmware integrity issues is non-volatile (flash) memory @ Automatic O Manual

Prompt on Network Controller Configuration Change
Monitor network controller configuration and prompt the local user if any changes are detected compared o Enabled
to the factory

Save/Restore Hard Drive Partition Table
Save the partition table of system hard drive @D ctnabled

® Some settings may not apply to all devices.

L' @ Some versions of HP Sure Start may require a user to accept the change during reboot.

Figure 32 Events and Recovery Settings

o SureStart D ZF¥ 2T 4 AN RR S ——HP Sure Start OAREBRMEAE ) NOITRTOEE Lz )T
A AR % HP Sure Start OEEBE OV |C5C8k 9 BI2Id, [Log Event Only]Z &R L £ 9, HPSureStart 7+ 1
DF 4 AR hERELTOJICEHRLERICS XRTADERELSICIE. [Log Event and Power Off System]
EBIRLEYT, T—IDNRKDONBAEMEADH DD, SRTADEFT2 )T 4 OBEMNT —FIBRDEBRK
HRUEBESNIZNRTOH,, ZOREEFRTIZIZIEEBTITHLET,

s BIOST—=FDUANYRYL——FREBEM (T7T5via) ABVAD 7 7—AD T 7OBEMOMEEBE
RICIEET BICIE, [Automatic]ZBIR L F T, Esc+Windows+ 1+ F—ZBL L XICT7—AT I TOE
BMORBEEBET DICIE. ManualEBIRLET, COREIE T EEEOHICHEIDOLET,

s XY K= rO-Z—REDPEEFICENERTT 52—y ~J—70> ~O-F-BETERL.
TIBHERE B L CEEARE SNEBAICO—-AIL - —ICBRERRLET,

s N=RRZATN=FT4>3>T—TIORE/IBIT— AT LADI\— R RZ A 7D Master Boot Record (MBR)
= 7213 GUID Partition Table (GPT)ZRE L TEENH > LIBSICERTTEALDICLET,
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10.4.3 Audit Log & 7

Sure Start - Sure Start X

% HP Sure Start

Audit Logs

@ HP Sure Start When HP Sure Start heals the BIOS, an event log is generated to make you aware of BIOS attack. These event log entries are generated
a| BIOS Security Settings directly from client system’s BIOS. You can enable gathering of these event logs through this policy.

ORETLSEUCLERSE R LR ather Sure Start event logs: @D cEnabled

[> Audit log
Summary

|) You can retrieve the audit log data at Hardware-Inventory.

Next

Figure 33 HP Sure Start Audit Log

[Gather Sure Start event logs]Z=BNIC T &, HPMK IZT7 54 7>~ Ea—47H5 HP Sure Start 4 X2 b
JxINE L. FN 5% Configuration Manager /N\— R T P A >R KYICRELET,

10.57R1) = —DERK

1. Configuration Manager <, [BEL O 7547 2 RX]-BEIDIBISEIRLET,
2. [HP Manageability Integration Kit]Z3Z3R L. [Sure StartlZ4G27 ') w27 LT, [Create PolicylZi#IR LET,

3. N=XFA2HZEAAL, [KIZZ) v I LET,
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9 9 <«

ssets and Compliance

1 Asset Intelligence
(2 Software Metering

Compliance Settings

All Corporate-owned Devices
4 {J) HP Manageability Integration Kit
& Audio
¥} BIOS Configuration
& BIOS Password
= Client Security
3 Conferencing Keyboard
& Microsoft Device Guard E

3 PhoneWise

L3 Power Management
I & Sure Start I

& Sure View

(3 TPM Firmware Update

G Velocity

) WorkWise s
B Assets and Compliance
{51 software Library

Ml Monitoring

Figure 34 HP Sure Start Policy Configuration

Endpoint Protection Create Policy

Create Edit Feedback
Policy Policy
Sure Start | S Start Feedback
L 3 - [\ » Assets and Compliance » Overview » HP Manageability Integration Kit » Sure Start

Edit Policy

Configuration Baselines

Select Baseline Create Baseline

Enter Baseline Name

When HP Sure Start heals the BIOS an event log is generated to make you aware of a BIOS attack. These event log entries are generated directly from client sys

4. BEZZEL, NestlZzT v I LFET,

5. BIER-—ZZHERBLEIT, ZENBELEAIE. BINRYZEZT Dy I LTIREWL, TRBSD
malk, DR —0REFIZEBRLET,

6. MNUS—DNEBICHREFINES, [DeploylZBIRL THS, RUS—%BRT Y-y ~OLT>

A>EERLET,

10.6 7R = —DiRE

1. Configuration Manager ©, [BEL I 7247 > X]I-EIOIEISEIRLET,

2. [HP Manageability Integration Kit]Z=32IR L. [Sure Start]Z5G727 1) w27 LT, [Edit Policyl IR L E T,

3. RETDHFEON-—RTA R —EBRL, [OKIETZ) Yy I LTOA4 - RERTLET.
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Select Baseline | Create Baseline

Baselines

My Sure Start Baseline

[] Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 35 Configure Sure Start Baselines

4. RIZ—DFERODATY T 4ah5 6 DFIEERTLET,

10.7 AR5

SRATAICE > TITR—FIhTUORWKEL DY FT,

HENIRATATIE, BREEBRICFEH CHBEHTINENDHYFET,

1071 8807

2747 Y Favea—%Tld, HP MIK ® Sure Start # ) & —D 1 7 (3L FOEFHIC/ER S N E T,
%PROGRAMDATA%\HP\HP MIK\Logs.

EBEOINERICE > TLBHBA, HP MK |& Configuration Manager /N\— R T 7 A >R ) D—E& L THP
SureStart OV EEMS L £,

EBENJnRTRAL:
1. Configuration Manager ©, [BELO> 724 72 X]1-BE]I-[F/NA XIDIBISER L £,
2. TNNAREGTZYvTL, BRI-[)Y-—RIZXIO-JI0IEISERLET,

3. [J\— R 1 7]-[HP Sure Start Audit Logs]DJBIZEIR L £,
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171 HP Sure View

11.1 B2

HP Sure View =AY 2 & MRIEHREREZENSHLETIEODTTANT =T ALY —EFEEIREBEINL
IpYFET, I—F—IFBICFR F—%RIEITT, PCEBEBICTITZANI—E—RICPYEBEZZZ N TE
9, ThICEY, RONSBEEEICRBRISBOARANTL L. MOANBEOBRERZZEHNHL

<HYFET,

N2YR=bEINDTTATTTY R T A=A

HP EliteBook 830/840 G5

HP EliteBook x360 1020/1030 G2
HP EliteBook x360 1030 G3

HP EliteBook x360 1040 G5

MI3IYR—FEINBDTTA4T7 >~ 0S

e Windows 10

11.4 7R > —DOERK

1. Configuration Manager ©, [BEL O 754 7 2 R]-HBEIDJBISEIRLET,

onfiguration Baselines
_onfiguration Baselines

Select Baseline Create Baseline

Baselines

[ Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.
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Figure 37 HP SureView Baseline configuration

2. [HP Manageability Integration Kit] 232 L. [SureView]ZEH727 ) w7 L TlCreate Baseline] &R L £ 9,

3. N=RTALEEANL, [0KET )y LTEOEBTR-RF 1 VERELET,

4. HPSure View |[JHHPRETERICE > TWLWET,

9 HP Sure View

4

@ HP Sure View

HP Sure View

[HP Sure View] & BFAITNIE, HEHREEET SEDRARY— IS SEBRBBHIBDEL A [fn] + (2IF—EBIFGT, 3
SE1-5-1T54)(S— E- RCICHIDEODES . BEERHIS RSSO BAIS%NYNENZ/5, BELD
WBEOTERENIKRDET.

0 ZORIS—Tld, I —HRIC[HP Sure View|Z(EFT 3£ 5 TEET . CORYS—DSEAEN TS, 1-Y-REBHN
SEMPTVEIICT M) — LA B TEET.

Summary

BHNCENICTS T

[HP Sure View ¥ IBH 86

Create Policy

Figure 38 HP Sure View
5. [CreatePolicyl& 7 w7 LTRUS—EREFLEY, RIS, RS —ZBRTIVNENHZILTS
I>=BERLET,

Deploying SureView

i Policies
SureView - BIOS Password
SureView - Sure View

Select the Device Collection to deploy

Collection Deployed
All Systems No
All Users No
All User Groups No
All Users and User Groups No
All Custom Resources No
All Unknown Computers No
All Mobile Devices No
All Desktop and Server Clients No
MIK No
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Figure 39 Deploy a Device Collection

6. [Deployl=Z )wZ LT, ALZ>a>HADT AT NS RTAICRY S —&BRALET,

11.57/R) > —DiRE
1. Configuration Manager T, [BEL > 724 7> X [BEIDIBISEIRLET,

2. [HP Manageability Integration Kit]&=32iR L. [SureViewlx=H727 1) w27 L T, [Edit Policy]=ZIRL £ T,

3. WETBHFOR)S—N=XTA>ZBRL, 0KET) v I LTI+ F—REFTLET,

figuration Base

Select Baseline Create Baseline

Baselines

SureView

[ Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 40 HP SureView baselines

4. RUS—DERODRTY a5 6 DFIBEEITLET,
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12 TPM Firmware Update

TPM firmware update 7R = — &, RDBIEEET T IDICRIBET,

T IIL—RT3B
T IIL—RT3B

BWTPMI12 77 =LA T F7ZHLWTPM12 77 —
s WWTPM20 77 —ATITT7EHMLLTIPM20 7 7 —
TPM 1.2 D5 TPM 2.0 ICEIRY B
TPM2.0 A5 TPM 1.2 ICEHRT S

Nk
Nk

RATVR—ENDT AT NTTY T H—A

12117 X7 by 7> Ea—%
* HP EliteDesk 705 G2 Desktop Mini PC

* HP EliteDesk 800 35W G2 Desktop Mini PC

* HP EliteDesk 800 65W G2 Desktop Mini PC

» HP EliteDesk 800 G2 Small Form Factor PC

* HP EliteDesk 800 G2 Tower PC

* HP EliteOne 800 G2 23-inch Non-Touch All-in-One PC
* HP EliteOne 800 G2 23-inch Touch All-in-One PC

* HP ProDesk 400 G2 Desktop Mini PC

* HP ProDesk 400 G3 Microtower PC

* HP ProDesk 400 G3 Small Form Factor PC

» HP ProDesk 480 G3 Microtower PC

* HP ProDesk 490 G3 Microtower PC

» HP ProDesk 498 G3 Microtower PC

* HP ProDesk 600 G2 Desktop Mini PC

* HP ProDesk 600 G2 Microtower PC

* HP ProDesk 600 G2 Small Form Factor PC

» HP ProOne 400 G2 20-inch Non-Touch All-in-One PC
* HP ProOne 400 G2 20-inch Touch All-in-One PC

» HP ProOne 600 G1 All-in-One PC

* HP ProOne 600 G2 21.5-inch Non-Touch All-in-One PC
* HP RP9 G1 Retail System Model 9015

¢ HPRP9 G1 Retail System Model 9018
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HP EliteBook 1030 G1 Notebook PC
HP EliteBook 1040 G3 Notebook PC

HP EliteBook 725 G3 Notebook PC
HP EliteBook 745 G3 Notebook PC
HP EliteBook 755 G3 Notebook PC
HP EliteBook 820 G3 Notebook PC
HP EliteBook 840 G3 Notebook PC
HP EliteBook 850 G3 Notebook PC
HP EliteBook Folio G1 Notebook PC
HP Elite x2 1012 G1

HP ProBook 430 G3 Notebook PC
HP ProBook 440 G3 Notebook PC
HP ProBook 450 G3 Notebook PC
HP ProBook 455 G3 Notebook PC
HP ProBook 470 G3 Notebook PC
HP ProBook 640 G2 Notebook PC
HP ProBook 645 G2 Notebook PC
HP ProBook 650 G2 Notebook PC
HP ProBook 655 G2 Notebook PC
HP ZBook 15 G3 Mobile Workstation
HP ZBook 17 G3 Mobile Workstation
HP ZBook Studio G3 Mabile Workstation

Windows 10
Windows 8.1
Windows 7 (TPM 1.2 (D)

Infineon SLB9670 TPM F v -/
RO — v )L BIOS
Microsoft .NET Framework 4.0 A £
HP MIK
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12.47R) = —DIERK

1. IConfiguration Manager ©, [BEL I 7247 > R]-HEIDIEISEIRLET,

2. [HP Manageability Integration Kit]&323R L. [TPM Firmware Update]&#&27 ') w7 L T, [Create Policy]%i&
RLFET,

3. R=RTALEEANL, OKEY )y I LTEDRHTRN- 51 22 REFLET.

4. Y=Y ETPMON—3 > FBIRL, [Create Policy] Z3BIR L ET, BEEBLTHIREIEICOLTIE
BMNEHRESBL TLIEE0,

TPM - Trusted Platform Module -

a HP Trusted Platform Module firmware Selection

HP Trusted Platform Module firmware Selection

L HESEEECUUI 1P (Trusted Platform Module) 0w, EARR 10T BREREE (TcT59 T4 LOBIEE, SEA8
[E] Summary . BEIES - OO ESARE RIS 5HAY) AMA (LED.

(1) CORZ—TTPMIP—ADIF - AE B TEET.

[ EEEO/ T ERLET

TPMIZ—ADIF K—3321.2

e TPM 1.2T(%, E—olPiEE IR YR, SEABICIERSA 2048{FEFF— (EK) ZEAL, BEE1bdE
E—@RSA 2048bA M — L—F— (SRK) ZEALFT. 030, B—o1-H—FzdFEEE ([FiE
E1) I TPMOBE/ABRE LUEShOmA OREER FIHELET.
TPMI7Z—A9I7 K—33>2.0

@™ 20T BEATLIUZAOZBMMELECL T, IOEERESEA Rl ECRDELE. 3. BREEER
OTIAANTYAO—EWEE ELTVET., 2AEELT, TPM 1.28HRSE, TPM 2008 &S AT AICEF1Y
T EOBEERFRIBNET .

Create Policy|

Figure 41 HP Trusted Platform Module Firmware Update

5. MIER-ZZEERLET, BEMELBEIE BINRY > ZI) v LTSN, Ena
malk RS —ORFIEBRLET,

6. NUS—DNEBICREFINES, [DeploylZBIRL THS, RUS—%BRT Y-y ~aLTS
I>EBERLET,

12578 > —DiRE
1. Configuration Manager ©, [BEL I 7247 > X]I-EIOIEISEIRLET,

2. [HP Manageability Integration Kit]% 2R L. [TPM Firmware Update 1% /&77 ) w27 L . [Edit Policy] &3&1R
LFT,

RETOMEFON-XTFTA ARV —ZBRL, (KIZT)wT LTI Y= RERITLET,

w
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Select Baseline | Create Baseline

Baselines

My TPM Firmware Update Baseline

[[] Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 42 HP TPM Firmware Update Baseline

4. RUS—DFERRATY IO AN 6 DFIEERITLET,

12.6 AR5

IR

&

TIARYI RTATZBSEL TLWBBEIEIN, T—FYORELERZLEBTIEOITRY > —=EBRHTS
BIICES{LREICTIVERH Y T, ZORYS—I|ZIF, BitLocker B & T WinMagic DT « XZBESILY 1)
21— 3> ORI DEARAAF T v I HH Y £, BitLocker F7=lE WinMagic RS 4 T ORESIEAIMER S
NTWnadiga, RS —FO7ICEHFINEBYAT S —O-RTRTLEYT., TORY S —F DT « XD
BStY)a—Sa ERHLEEA.

TPM [ETPM 1.2 & TPM2.0 DRI TRA 64 BlE TEBRTEET,

TPM OZBICIE, FILWTIPM 7 7 —AD T 7 \DT7 v 7L — RBNFFENIBENDH Y £9, UTOREMN
ZOBEEEALET,

o TRFAICTPMI2 BNHY . =4 v N TMP2.0 DIEA, TPM2O0NERIICKEY . BFO 77 —AD T 7T
N=2a Ty T —RENET,

o TXFAICTPM20DBY ., F—4v R TPM 1.2 DIEA. TPM12 BNERIICHEY . BRO T 7—AD T 7
N=2a Ty T —RENET,

o TXFAICTPMI2 BB Y ., F—5vw EANTPM1.2 DIEE. TPMI12 IZBHO 7 7 —AT T F7/IN\—T3 2|2
TvIIL—RENET,
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o TXFAICTPM2O0DBY ., F—5w RN TPM2.0 DIEE. TPM20 IZBHD I 7—AT T F7/IN\—3 212
Ty I —RENET,
s ZOFETIX. BREERTITIEOICFEORIENVETT,
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13 HP WorkWise (Windows 10 0D &)

HP WorkWise &, XAN—hT7 4> &0 Ea—5ERELIEHP 771) T, PCIU AR I XERE, BER.
BLUBHRLTIDICRIGET,

O —1H—I|& Microsoft M App Store M6 7 U ESY > O—-RTEEIN, TERBEIFZV D247 >~ Ea—
YT TEAHMELIEETEET,

%2019 1 B& W, [HP WorkWisel DR — ~EIRME S e <7 l) £97, [HP WorkWiselld 2019 £ 1 BUE® H
BLOOE2—Y—TE|EHRETHMBOEREHFETA, 0SDSEO/N—23 2 IIEWIN LaWABEENSD 1
9,

BAYVR—ENDTTATNTTY T A=A

- C 2006 EMBOHP ON—>v)L O Ea1—%

1320747 > RTLAEH
* Windows 101703 M k&
+ Microsoft .NET Framework 4.0 IL &

HP WorkWise YV 7 RO 7 &7 SA 7> b A Ea—YICA >R b—ILTERBAHVEY, 7TIEEDOE
HIZDWTIE, HPWorkWise D RF 2 A2 RESBLTLEEL,

B33 1—F—A5Y—T1—X
ZOF7 )OI —A 25 —T 1A XTlE HP WorkWise DHBEE BN F = IFBMCT R ZEMNTEET,
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WorkWise - Work Wise -

HP WorkWise

SRR [P workwise](d, T—H— (-, 01—~ @A IRCAR TEBLOC T BRB0T T —Say VIMITPTT.
[E summary [HP WorkWise| DHSEER T A TEHCT S @D Enabled

TFIF4
I 15— O0v/Oy RS @ on
FEPOURIRS, @ on

JIA—VA
Hysaii- o a on
BEREOIE 19— OREBLMEE a on

Th—

T~ SO A=) @ on
=
Jr—hAE-F @ on

Create Policy

Figure 43 HP WorkWise Feature Selection

« HP WorkWise DEEBEZ TN TEIICT 23— N TOHEZENICT BHITBIRLET

s TFa)TFTA—O2Ea-Y0Ov IOy IBRRENET 7L RGEHEBICT D=DIBIRLET,

s NIA—NRZRAR=NT - AEBIZY —HBEDY v aR— RE BEIRRED PCOREEBRICT B
DITBRLET,
TN =T = RTIAN=DA VA= )LEBCT BDISBRLET,

c BR—T 73— HRE-REBRICTDDITERLET,

13.4 781 > —DERK

1. Configuration Manager T, [BELX A2 T7o5A4 72 R]I-BEIDIEISBEIRLET,

2. [HP Manageability Integration Kit]Z 2R L. [HP WorkWise]ZA&77 ') w7 L €. [Edit Policy]Z1ZIR L £,
3. N=XRTA2BZANL, [OKIZZ )y LTEDEATN=RATA 2 &R EFELET,

4. BREZEBLFTY,

5. BIER-—ZZEERBLEIT, ZENVELEAIE. BINRYZEZTD v I LTIREWD, TNBSD
malk. RS —DOREFIEBRLET,

6. NUS—DNERBICRFINCS, [DeploylmBRLTMS, RS —ZBRY 25—y LTS3
CEERLET,
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13.5 7R > —DiRE
1. Configuration Manager T, [BEL > TZ54 7> RI->BEIDIEISEIRLET,

2. [HP Manageability Integration Kit]& 2R L. [HP WorkWiselZA77 ') w27 L . [Edit Policy]l%=iZIR L £,

3. RETDHEON-RTA RIS —EFRL, 0KIZT )y I LTO4 T —RERITLET,

Select Baseline | Create Baseline

Baselines

[C] Always use this baseline

Note: If you uncheck this option, you would be prompted to select a baseline
every time you create, manage or deploy policies.

Figure 44 HP WorkWise Baseline configuration

4. RNIZ—DFFEDAT YT 4ahm5 6 DFIEERTLET,
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14 HP (Client Driver Packs

MAHP 7S A T2 RZAIN=INV T DIERLE A > R— b
HP 7S AT S RTAN=INITDERLEA DR—NA TS a>ld, TR—ESNTOWBHPREBRDRZ AN
HERILET, Ik HPCOK TUBIICAIBRIEEE > 7eA 7S a3 > ERIBRDEETT,

1. Configuration Manager T, [V 7 hD 754 7T V]I-BE]I>[ARL —FT 4 2T RXTAI-[RTA
NN = IDNRICSERLET,

2. >V —J)LDO YR H5[Create and Import HP Client Driver Pack]Z=27 ') w27 LE Y, Create and Import HP
Client Driver Pack 7 « t'— RANEEI L F T,

3. Operating system Z3&IR L £ 7,

4. RTANINYITOERZEYR— L TLWDERBOAD Available products FNCRTEINET, BEICIH
LT, HPERBBIRY I RICF—T—READL, [Enterl& L TERATAELERZD ) X MERLIA
HET,

5. FRAELEREEIRL, >Ry >%21) w2 L T Selected products 5 ICR R EEBMLET,

6. WEBICGLUT, FIBs #@VIRL CHOREREBIRLEYT, BELEERSANESZSORT A/
JEENTDEHIC. RLT77IVETINOEREIEIRT I EEBIIOHLET, £, RTA4N
IS HEYD 5 DU TOREREERTDZZEEPEIOLET,

5 Z I, HP ProBook 640 G1 Notebook PC & HP ProBook 650 G1 Notebook PC %32#R L T HP ProBook 600
series GT Notebook PCEED RZ A )N— /)N I &{ERL L £,

(/)] Create and Import HP Client Driver Pack -

Select an operating system and HP produci(s). El D I:I

Operating system: | Microsoft Windows 10 64-Bt v

HP product name: [ Type HP product name (wih no special characters). Ix]

Available products: Selected products:

HP BlteBook 720 G1 Notebook PC % HP ElteBook 840 G3 Notebook PC
HP EiteBook 720 G2 Notebook PC >

HP ElteBook 725 G2 Notebook PC

HP EliteBook 725 G3 Notebook PC

HP ElteBook 740 G2 Notebook PC

HP EliteBook 745 G2 Notebook PC

HP EliteBook 745 G3 Notebook PC

HP EliteBook 750 G2 Notebook PC

HP HiteBook 755 G2 Notebook PC

HP ElteBook 755 G3 Notebook PC

HP HiteBook 820 G1 Notebook PC

HP ElteBook 820 G2 Notebook PC

HP EliteBook 840 G1 Notebook PC.

HP EliteBook 840 G2 Notebook PC.

HP EiteBook 850 G1 Notebook PC

HP EliteBook 850 G2 Notebook PC

HP ElteBook Folio 1020 G1 Bang & Olufsen Limited Edition
HP HiteBook Folio 1020 G1 Notebook PC

HP EliteBook Folio 1020 G1 Special Edition Notebook PC <«
HP BiteBook Folio 1040 G1 Notebook PC

HP ElteBook Folio 1040 G2 Notebook PC

HP BiiteBook Folio 3480m Notebook PC b

.-

Figure 45 HP Client Driver Pack selection
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7. WNextl&2Z w2 LETY,

8. T 7 JLbTIE, Importoption | Create driver package with the selected drivers below AN&IRE N TULVE
To COATS > TRBRLERSAN—ZEUORTAN-— NNy =R LET,

a. RTIAN=N\vIr—ToFrE, BEICIHLCT/IN—

b. Drivers D TNIZ,

ITRNTORTANNT ) TPENTLWDZ LERRLET,

I EAATREANLET,

RSANINYT—DIZEDDIRTANDBIRINTWDSZ EZRETL, o

(]

Create and Import HP Client Driver Pack

O Import driveris) only.

Import options: @ Create driver package with the selected drivers below.

Enter a driver package name and select drivers to import.

Driver package:
Name [My HP 840 G3 Drver Pack |
Comment: | |
Diivers: =] Select/Desslect al

|
A4

2

Version Category Released... Id Size (MB)  View Releas... ~
1744042 Driver - Storage 20151126 sp74001 4.8 =
10.0.74549Q5 Driver - Audio 20151126 sp74015 80.0
[[] HP 3D DriveGuard Software 60.281A1 Driver - Storage 20150715 sp71839 320 = J|=
[C] HP 4120 Snapdragon X5 LTE Drivers 1.0.144A1 Driver - Network 20151127 sp74016 1704 |
[C] HP 1t4120 Snapdragon X5 LTE Drivers 10.145A1 Driver - Network 20160108 sp74384 2539
[V HP 14120 Snapdragon X5 LTE Drivers 10153A2 Driver - Network 20160316 sp75259 2538
[[] HP Universal Camera Driver 2007A1 Driver- Keyboard, ...~ 20151218 sp74070 1049
[¥] HP Universal Camera Driver 20.12A1 Driver- Keyboard, ... 20160321 sp74941 866 =]
[¥] HP Wireless Button Driver 1114141 Driver - Keyboard, 20151116 sp73864 32 [
[ Intel Chipset Installation Utiity 10.1.1.11A3  Driver-Chipset 20160112 sp74152 32
[¥] Intel 1219LM/V Gigabit Ethemet Driver 121317.7A1  Driver- Network 20151207 sp74145 10.2 = ] °
—<—1 " | >
Number of selected driver(s): 14
[ <Pevioss |[ Me> [ cose

Figure 46 HP Client Driver Pack Create and Import

- FelF -

BTRTANNYIEERTDEDICRTAINEA 2 R— KT BICIE. Importdriver(s) only 47> 3>
EBIRLET, 7 7FIETIE. AVR=bEINERTA/NNDRZ A /N7 1) 1L HP Client Driver T

T, BDEICIGCTIDO RS A NNATI)ERBIRL TLIESI0N,
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Enter a driver package name and select drivers to import.

K,

Import options: (O Create driver package with the selected drivers below.
@ Import driver(s) only.

Driver category:

[HP Giient Driver v
Drivers: [ Select/Deselect al @
Name Version Category Released... Id Size Release Notes
[V] AMD Hybrid Graphics (HG) Video Driver ~ 15.201.1701.100... Driver-Graphics 20151218 sp74141 426789376 [ @& |
[¥] Conexant High-Definition (HD) Audio Driver  10.0.74549Q 5  Driver - Audio 20151126 sp74015 83875584 [ @ |
[¥] HP 114120 Snapdragon X5 LTE Drivers 10.144A1 Driver-Network ~ 2015-11-27 sp74016 178627480 [ @& |
[¥] HP Universal Camera Driver 2007A1 Driver - Keyboard... 20151218 sp74070 11002769 [ & |
[ Intel 1219LM/V Gigabit Ethemet Driver 1213177 A1 Driver-Network 20151207 sp74145 10708352 [ @& |
[ Intel Rapid Storage Technology Driver 1464.1033A2  Diver-Storage 20151202 sp74082 14217360 [ & |
[ Intel Serial IO Driver 3063.1519.07T5  Driver- Chipset 20151230 sp74005 4487856 [ &= |
[ Intel Video Driver and Control Panel 20.19.154331A1 Driver-Graphics ~ 2015-12-18 sp74177 188997440 [ & |
[Vl Realtek USBand PCle Media Card Read... 10.0.37095A2  Driver-Storage ~ 2015-11-26 sp74003 14685536 [ & |
[¥] Synaptics (Validty) Fingerprint Sensor Driver 4.5.321.0A2 Driver - Keyboard... 20151208 sp74167 27995800 [ @& |
<] n [>

Number of selected driver(s): 10

¥

[ ][ ]|

Figure 47 HP Client Driver Pack Driver Selection

9. INextlZZ v LET,

10. RTAN=NNvT—=SHERL TWBIBEIR. UTOF
PEX

ECERAAA Y hERy R — T HEEDRE

a. BEHARADEZERLET, 77T REHARA D MNEIFR-FENRTLEL A,
b. Configuration Manager NRZ A N—E RTAN=NVIEREFTDEHDRY ST —TIHED

AN EBRLET, BESNLIBAIC, BBELINTOIA-—F—THI> AT ILZRT
T TDEERND D LB L TS,
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Select distribution point(s), network shares and other settings. O\

Distribution point(s):

] SCCM_2012R2 EXAMPLE NET [] Selectall
[] CMDEVW8_1.EXAMPLE.NET

Select network share(s) and other settings.

Drivers: [\SCCM_2012R2 example net\SMS_TST\OSD\Lib\Drivers\HP\Client ]
Driver : [\SCCM_2012R2 example net\SMS_TST\OSD\Lib\DriverPackages\HP\Clrt ] Browss. ..
Emorhanding: @] Continue on erors Fie transfer protocol: |HTTP. v | Savesetings |

(B [Mea| [Mem ]

Figure 48 HP Client Driver Pack Distribution Point, Network Shares, and other settings

1. RIAN—%A2R—- T BEFOBAIE Configuration Manager BNRZ A N—ERIFT B/zdDR Y
hD—OHBT A VI EBRLEY., BESNEHEAIC, BELINTOI-—Y—TAHI> ST
TRTEDTDRERNDH D EEHRL TIZELY,

[ =T |

Select distribution point(s), network shares and other settings. O\
Select network share(s) and other settings.
Divers: [\\SCCM_2012R2 example net\SMS_TST\0SD\Lib\Drvers\HP\Ciert \
Eror handling: [V Continue on ermors File transfer protocol: |HTTP v i Save seftings
[ <Povoss |[[ o [ coe |

Figure 49 HP Client Driver Pack Distribution Points, Network Shares, and other settings

12 T7-DRELEEEICA DR NERBLETIVENHDIEEIL.  [Continueonerrors] 7> 3> %
FTICLEY, T74IWTIE TORYIRIFBIREINTWET, EHORTAN\HBIRINTU
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13.

14.

15.

dima. WEDRSANDOAZAR—MIRMLEESIE RISERIN TV RIAN\HA 2R—k
SNFEY,

TI7A#IbTIE HPMK IZHTTP 2R L TBIRLIERZAN—E50>O0-RLEY, BEICSL
TFTPEEIRL TLIEELY,

Select network share(s) and other settings DEREZZFE T B &, Save settings IRY BRI £T,

BHRORTANBLORTANNNY T =D ERIFA 2 R— FDEEOICREERFTDICIE 2
DRY EBRLET,

(mportlZ 7 1) w42 RTAN=INYITDIEREA R—bOTOCIARBLET,

142HP RZANN—=NN\woDFo>O0—R&EAR— b

{Download and Import Driver Packs]r 7> 3 > &BIRT 2L, HPRBERTANNNVIDO—BRRTIEINET,

y gh =

1.

HP CIK TUARIICRIABRIBERE > feA /> a > S ERRICHERE L E T,

Configuration Manager ©, [V 7 hD 754 75 )]1-BEIS[ANXL —FT 4 2T AT AI-IRTA
NNy T —I0JBISEIR L E T,

>V — L) R > H B [Download and Import Driver Packs 1227 1) w27 L&,
Operating system Z3&IR L F 9,

Available products U, RS AN\ I EZHR— ML TVWBREBNRTINET, #7232 T, [HP
product name /R W 7 RIZF—7 — REA D L TlEnterl ¥ — %3 & RAREBELR RS A /NSy oD
RARERVIAD ZEMNTEET,

=Ty AR =T A TS RTLADERICBEODZIRTANNY I EERL, >RY > EZERLT
S G % Selected products SUITIBIIL £, BIRLEEBOBEE RS A/ Vw7 Available driver packs
JZNICRREINET,

BEIZIHUT, BIARA 2 MEBRLTAAR—bLERTANNY I ZREDBRMEICE ) HTH
T, izl 70 REMRA > MMETR— IR TOEE A

PEIZIGC T, RTANERTANINNYT —2EREFT DK ST Configuration Manager D7 7 =+ )L
DBEMEBELEY, BELEBMIC, BBEAIXNTOI—Y—THO O M7 IERTESZ 0%
ERNH D ZEERERBLTIEIL,

Select network share(s) and other settings MFREEZE T D&, Save settings RY BRI ET,
BERORTANNYT =200 O-RBEA VR— FDOREOHICREERET DICIE. ZORY
UEEIRLET,

TN RELEEXZICA OR—bEELETIVENDDIEAIE.  [Continueonerrors] A 7> 3> %
FTZICLET, T7AIETIE TORYITRIFBRENTWET, BRORTA/N—/ 0y IHNEIR
INTLBEE, BEORTAN=NNvIT DA R—=KNIKBLEBAEIE RICBRINTLWE RS
AN=INYITNA IR—bENET,
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10. T 7A#)TlE HPMKIZHTTP £2@AB L OGBIRLERTZAN-—EF D >O-RLET, BEICIHL
TFTPEBIRL TLIEEL,

11. [Downloadand Import]& 2 ) w7 T2 RSAN—/)Nw I OF O >O—RéEAR—bOTOZIAE
BLET,

paun
[Reset FormINY > &7 U w I BT RNTORRNMRBRINET,

Select an operating system and HP product(s).

Operating system: IMicmsoﬂ Windows 7 Professional 64 Edition v|

HP product name: IType HP product name (with no special characters). | EI

Available products: Selected products:

HP EliteBook Folio 1040 G1 Notebook PC ~ HP Compaq Elte 8300 Allin-One PC
HP EiteBook Folio 1040 G2 Notebook PC HP EiteBook Folio 9470m Notebook PC
HP EliteBook Folio 9470m Ultrabook

HP ElteBook Folio 3480m Notebook PC

HP ElteBook Revolve 810 G1 Tablet ]:]
HP ElteBook Revolve 810 G2 Tablet

HP ElteBook Revolve 810 G3 Tablet
HP EliteDesk 700 G1 Microtower PC

HP EliteDesk 700 G1 Small Form Factor PC
HP EteDesk 705 G1 Desktop Mini PC [

Available driver packs:

Name Version Released Date = Size (MB) Driver Pack ID  View Release Notes Remove
HP Compagq Elite 8300 PC Windows 7x64 Driver Pack 1.01.A.1 2013-04-03 547.3 sp61385
HP Notebook x<704cc75 Window 7x64 Driver Pack  1.00A1 20120917 7983  sp58839 e [

Distribution points): - [=]"SCCM_2012R2. EXAMPLE.NET [] Select all
] CMDEVWS_1.EXAMPLE.NET

Select network share(s) and other settings.

Drivers: [\\SCCM_2012R2 example net\SMS_TST\OSD\Lib\Drivers\HP\Client |
Driver package(s): |\\SCCM_2012R2.example,net\5MS_TST\OSD\Lib\DﬁverPackages\HP\Client I

Emor handiing: [¥] Continue on emors File transfer protocol: |HTTP v Save settings
|RﬁdFum || Dowrdoad and kmport ||Close |

Figure 50 HP Client Driver Packs — Download and Import

I O-REKVOA VR— ORI, 47078y 7 RIBEDRELETIRANRTEINET,
TOCRIFBEREINEERTANNNw I =TI 0O—-RL, £ 5% Configuration Manager |C4 > /R— b~ L&
I, 1 D2 EDBIREINIZ RS A\ %y 7 Configuration Manager |CBEICTZ1E 9 2IE4. YO XIFBEEFEO R
TANNY T HERF Y TERIFEEESTELOICI-F—IRLET,

TOCRNRTT2E, ERTANNYITDA2R— AT =T ROBENRTINET,
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/] Import Driver Pack Status -

Summary Successfully downloaded and imported 2 of 2 driver pack(s).

Each driver pack import status is listed below.

Please see the summary and detailed log files for more information.

Details Status Title
&  HP Compaq Elite 8300 PC Windows 7 x64 Driver Pack [1.01.A.1]
@&  HP Notebook xx70/xx75 Windows 7 x64 Driver Pack [1.00.A1]

Figure 51 HP Import Driver Pack Status Window

AR=BEINTERZ AN\ TIE [RZ ANV — 21> [HP Client Driver Packages IC/ERR S NE T,

AVR=bLIERTANNY I &I RIS =T > ATRATZRIIC, ENSZEERMRA > NIy 2T 2%
ENHYET, YO O-—REAZR—bDOYATOTRY T ATERMAA > SHABRINTOEWES, &
ZIFEMDEMRA > EIBELIBEIE, AR LEERTANNYIZERL, A>T VOBHEE
RLUET,

ya -

ZO 7Ot X TlE, Configuration Manager V5 ftp.hp.com ~NDA > & —2w NEROABE SR FT,
Configuration Manager 1> Y — LA > A R—=)LENTWLB T /A XD ftp.hp.com WS RZ A )N— /Ny T 5K =
PETcEnWEald. 7207yl aEROWTERERERL THS, £5—EBZOTOTREEITLT
<IEEL,

Configuration Manager 2N > X k= JLENTWBT/\A MBS ftp.hp.com NDA 25 — v MMERNTER LG
Bl UTOWTIDODBETHP RZA/N\N—=/S\wTZ&EAF L., 1 IZ Import Downloaded Driver Pack % 1§ F
LT<LIEE,

143HP RS A /)N—)\w T DAFHE

FIAN=Ny 7 AFTEITERCL20H Y 5,

FEEC:
S O— REARERTRNTORSA /NSy IAHPMK TERTEX3bHTIEH Y FR A, [PRXTA-V I
DI T7ERBIGREDATIAVIC—EBERRINTVBRT ANV TIE, HPMK TIEA >V R—~TEEE A,

« HP Client Management Solutions 7 = 74 1 ~
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« HP SoftPag Download Manager (SDM)
HP Client Management Solutions Web t A NS D RZ A )N—=)Ny T AF FiE

1. Web 7St T http://www.hp.com/go/clientmanagement. [ 7 7t X LE T,

2. Resources @ T~O[HP Driver Packs]Zi&R L £,
3. &M 0S ICIG L T, 32-bit £zl 64-bit ZBIRLET,

4. [WROVSAT>RAE2A-—FEARL =T A TS RTLABOBNGE RS ANy I&EY >0
—RLZET,

SERC:
Ao O—RR=JIZYZMINTWD WINPE RS A NS TlE HP I SA T hOT— b A A—HERT
Bl=HICOMERLET,

HPSDM Z R LTE RT A N—=/IN\y T DAFHE:

1. Web 7S5t T http://www.hp.com/qo/clientmanagement |2 7 7t X LE T,

2. Resources @ T~M[HP Download Library]Z3&IR L £ 9,

3. SoftPagDownload Manager 4%~ > O— RLZET,

4. R — K~ AZa—H5[HPI- [HP SoftPag Download Manager]%3&1R L T HP SDM Zi2& L £ 7,

5. [INTORREXRRIZERLET,

6. [WV—ILI-[EBA TS 3 1EBIRLET,

7. [Filter]>[0S]IC SDM |CRT 9 B 05 DREEZERLE T,

8. [Filter]=[LanguagellC[English — International]= &R L £ ¢,

9. MWRA TS a>TlOKIEI) I LET,

10. BKBAYOT T, WRORBE L 0S5 EFER L., [FAFREZ Softpag DIRR] =T ) v I LFET,

11. Category Manageability — Driver Pack [CHD RS A /IN—/\wv I &EF D O—RLET,

14.4HPSDM Z (B LT RZ A )N—=) N\ T DIERL B 74

HPSDM (JX—23> 3520 LE)EFR L TR AN—- NNy I ZERLET,
1. R — bk AZ a2 —H5HP]-[HP SoftPag Download Manager]%3i&1R L T HP SDM %28 L £ 7,
2. W= I-BATS a3 1EBRLET,

a. [Filter]>[0S]T SDM |CR/R"T 5 0S5 DIEFEZIEIRLFT,
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8.

9.

b. [Filter]-[LanguagellZ[English — Internationall&iZIR L £,

« [OKIZEZVYILFET,
HmAYOJ T, WROBMBEBE L 0S ZBIRL., [FIBABEL SoftPag DiRFRI1=T ) w7 LFT,
TRTORPBRTEEL SoftPag T, RS A/N—=/\w T IZ58 5 SoftPag ZiBIRL F 9,

Y2 O—RENSofttag V4 > ROT, FUCAO-RRYZOBO ROy TFI2AZa -5
UTOWITNADA TS 3> EBRLET,

+ CAB 7 7 4 )LD EJL R— Microsoft Deployment Toolkit & 7= |3 HP MIK % Configuration Manager & #HJ*
ALETERLTRIAN=NNYIZREATDICIE. ZOAFTSa>EBRLET,

s IPTFANDEIR—=ZDOATE 3 2 %EIRYT 2L, HP MK % Configuration Manager & IZf# M
Lz, BIO7 U —2 3 ZNLTRIAN=NvIE=FHTERLEY TEET,

(¥o>O-RI&EZ)YILET,

ERFHAEROEERAR T INES, ERFARNEICRRLEY, 1ZE&RL T kT2 ) vy
L/ia—o

Driver Pack Builder B & . 0S-Bitness |Z 0S (DFE4EL By RETEIBIR L E T,

RYAN=)N\y T DREBIPHDEDT # LY ZEREL T, BuldlEZ )y LET,

10. [RSAN=NYTOEENTT LELEIOAYEZ—SNERRENZS0KIZET Vv T LET,

RSAN=Ny T EEEOOT T 7 AIDHART 2 LI IIERSNET,

T45HP RZTA/NN\=/)N\w T DA 2 R—k

1.

Configuration Manager ©, [V 7 hDx 7 ZA 7T VBB —FT 4 TS RTAI-IRT A
IN=N\wT—=10NEISRIRLET,

>V — )LD )R> H 5 [Import Driver Pack 1227 1) w27 LE 9,
Driver package ® T @ [Browse] % 27 J v 7 LTCA Y F—+ T3 HP FI74 N—y 7 ZERL F9,

RBEIZIGUCT, BIARA > hEBRLTA AR LERTANNY I EREDBRMEICE ) HTEH
¥, b, 27 RBRARA 2 MITR—FEINTLEE A,

WEIZIS T, Configuration Manager R A N—=PRT A N=N\v I EREFTDT 74\ MDBA%E
BELEY, BESNEBAIC, BERIRTOA-—F—TAD L ST 7R TEDZ+DEERN

HBDZEEBRLTCLET Y, A-—F—TEDBAMIE. ERBICA R— bEINERICBENICRTS

nxE7d,

ZONNRERIFZFOMDBEEZET DL, [Save settingsl/RY > HNBERICAR Y FT, BFEORS AN
NI =205 0—-REELGA VMR- MFIEOREERET DICIE, CORY > ZBIRLET,

(mportlZzZ v o LET,
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Select an HP client driver pack to import.

Driver package: ||

Driver pack title:

Distribution point(s): (7] SCCM_2012R2 EXAMPLE. NET
[C] CMDEVWS_1 EXAMPLE NET

Select network share(s) and other settings.

Drivers: '\\SCCM_201 2R2 example net\SMS_TST\OSD\Lib\Drivers\HP\Client

Driver package(s): '\\SCCM_2012R2.mplenet\SMS_TST\OSD\Lib\D!iverPad(ages\HP\Cliem

Figure 52 HP Client Driver Pack Import Download
A R—= LR YA FOTRY I RCRADRIEELETRRAARTIINET,
AVR=RTOCRNRTTDE, A R—FSNERTANNYTIFEY I DT Z4T7Z") OIHP Client
Driver Packages] D NICRTEINET, A >R—bLIERTANNYIET RIS =5 X TERY IH1IC, B

WRADZ T2 2T 2REANDY FTT, 42 R— MUBRICEARA > SABRINTOAEWEE, £
FEMDEMARA > FOBEZIZAIE. BTNy IZERLTHSIACTYORMIEERLET,
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15 HP Client Boot Images

15.TWInPE B RZ A NN=\Vv T DAFHE

1. Web 7Z T http://www.hp.com/go/clientmanagement IC7 7 Z X LET,

2. Resources M T®M[HP Download Library]%&3&R L £ 9,
3. [HP WinPE Driver Pack 32-bit] ZF 7= |&[HP WinPE Driver Pack 64-bit]l& ™ > O0— R L E T,

WInPE4.0 IZIE, AL —FT 4 IS RTADBREY R— b 2EHICRBERN-RIT T RTAN\HNZHE
FENTWBESO, INTOTT Y b T4 —AFIEERIC WINPE4.0 RZ A /NNy IR EB LR DI TIEH L £
Bh, BIMENERTANIE. ENHEZREEL LEWS RTACERICKEES 20, WInPE4DO RZ A
NNy T ZER L CTERT 2228 ITHLET,

WInPE 5.0 I&, 2011 EMS 2013 FEICHEBTSNIEHP OO —SvIILT RIS J—rTwo . BLUOT—
DRT—3 325 AT 4T THR—ELET, WINPES0 RS A/ 7 IE WInPE 4.0 TIXfER TXFEt A,
F7=, WIinPE4.0 RZ A /NN ZIE WinPES.0 THEERTEE A,

Configuration Manager DF/N—>3 2 1E, BEDN=23 2O WNPEND RTANB IO R— > bDOAR
IRA RERIGBMOAEYR—ELTWDED, HPMK T — b A A= OIERLIREN AT R — hERME L
£9, WInPEDARYTA XICETIREDOBEHDEFMICDULNTIL  http://technet.microsoft.com/en-
us/library/dn387582.aspx =B L T IEE LN,

T—bAA=DHERARA S S THETESLSICT BHIIC, Configuration Manager [d Windows 72 XA > ~ &
T7O4 A2 by b (ADK) | HFFICDISMexe ZEAL TT — b A A=JICRTANEBATDZEAHY F
Fo DISMICIFADK DN=23 2 EARL =T 4 DTS AT AIKET DHEQEMNH D728, DISM IFT —
b A=ITBINESN ORI RN E RTANOBLEBICBHE TSV ATEEAD ) £9, 1M
ICDULVTIE,  http://technet.microsoft.com/enus/library/hh825070.aspx B8 L T < 12X,

HPMIK D7 — A A—JEREBERE L, T — b A A—|2XH 9B Configuration Manager & ADK DA XY XA Xt
R—rZHBALET, ZORH, HPMK OFIPRIE. Configuration Manager M/N—3 > ADKD/XN—>3> 0 B
FOTA S F—N=DARL =T 4 VT RTFLADN=3 I E>TERYET,

15.2WIinPE RZAN=/N\w T DA R—bET—bAA=ZDOER

1. ConfigurationManager ©, [V 7 Rz 724 7T )]I-BEI-[FAR—FT 4 2T RFAL [T—K
AA=IDNBISEIRLET,

2. YR AZa—DHP ient PClz27 > 3 > T, [Create Boot Imagel #i&IR L £,

3. [Create HP Client Boot Image(s)1 T, [BrowselZiZIR L TA > /R— 9 B HPWIinPE RZ 1 /\/ Vw7 %121R
LEY., HPMK IE, BIREMN/=WIinPE RZ A /\/Sw 7128 L. Configuration Manager [C& B RY X
AR R=—bEINTNBE T b A A-—SDIRERTLET,

4. {FF9 5 BaseBootImage Z1ZIR L £ 9, [Create]ZBIRL T, BIRL = HPWInPE RS A /N Sw 7D R
TANEFBLTT M A=HERLET,
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TUOZAIKRITA S—) =
5. BEBIINUT, BARADREBRLTT - MM A-—PEFEORELICEIVHTEY, L. 7
ZOREBEARA S MMEYR—FEIhTOWEE A,
6. WMEIZIL LT, ConfigurationManager DT 7 A )L DBEFAEZEL T, RTA/N. RSANNvI —

D BROT M A=—CEREFELEY, BESNLEHBAIC, BBRINTOIA-T—=THI> N
FOCRTEDTRLERN DD L =BABL TS,
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RERCZOMOBREEEET DL, [Save SettingsVRY > HBRICG Y T, TORY>ZERL T, UED
EEAA—DERBEORTANELIERTANNY T DA 2 R— b FIBDIZDICHREERFLET,

(/)] Create HP Client Boot Image(s) -

Specify an HP client WinPE driver pack and base boot image(s) to create HP client boot images.

HP client WinPE driver pack: 12:‘data\HPDriverPack\WinPE10.0\sp71562.exe | Browse. . .

Driver pack title: HP Client WinPE 10.0 x64 Driver Pack [1.00.A.1]
[] Boot image {x64)

Base boot image(s):

Distribution paint(s): [] SCCM_2012R2 EXAMPLE NET [ Select all
[] CMDEVWS_1.EXAMPLE NET

Select network share(s) and other settings.

Drivers: [\\SCCM_2012R2 example.net\SMS_TST\0SD\Lb\Drvers\HP\Client | Browse....
Driver packagels): [\SCCM_2012R2 example net\SMS_TST\OSD\Lb\DriverPackages \HP\Cient |
Boot image(s): ‘\\SCCM_2012R2.example.na\SMS_TST\OSD\Lib\Boot Images\HP\Client | Browse. . .
Save settings
Create Close

Figure 53 Create HP Client Boot Image(s)

RNR=ZAA=DDT —FF T F v & Windows LA A= )LTHR-—FENTWBET—FTFTIFVvICEST
FERUET,

WInPE 7— A A= x86 ET=ld x64, HDWEZEDEHE DA A —HMERLINET, Windows 10 FHD HP
Windows PE RZ A /\/SwZIClE, 64 EY b T = A A=SHORTANDNEENTVWET, BEION-3 >
@ Windows A3 Windows PE RS A /N Sw 2 ICIE,. 32 EvhE A EY hOMADT— b A A=—HORS AN
NEFNTVWET,
TOTIRNETTDE FiLT—bAA—DHT— b A A—1-[HP Client Boot Images]ICERL S NE T,
WIinPE OREEIRFICT /Ny 77BN O > RO I+ EFERTBICIEUTOREETVET,

1. T—bAA=EF7) I LTITONNT 415 [HRIYA RIEBIRLET,

2. [AXRYR—-bEBRICTD (TRAMDOHK) 1EBICLET,
INEDT— b AA=—DEIRTS =T ATERT BRI, T A=DFEBRARA NI TV a9 3
VERH)ET, A R—rTOTCIXTEARA > SONEIRINTULEWES, BMOEHARA > SRAREL

Ba. FRIFT—bAA=—20T7ONT A ICEENHDHEAIE. T— A A-SZBRLTHSIDZT VD
FemlzB#R LT,
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16 HP Client Task Sequences

16.1 BT RT>—9 > XDOIERK

1. ConfigurationManager T, [VZ7 D7 Z5A 7T VI-BEISARL—T 4 TS AT ALY RT
=T X0IBISERRLET,

2. )R> AZ a2 —m([Create Deployment Task Sequencel ZIZIR L £ 7,

3. TaskSequence Template D ROy 5D AZa—N67> L —FEERLET,
UTORllE BRZOCREXIETDEOHICHP OV —IILEBRTIHEERLET,

4. BHEOETICHRE> TERZEADLET,

5. Bitlocker RZ 4 JHES1E (BDE) Z{EMA L7aWL\5AIE. [Include BitLocker Drive Encryption steps]t 773 3
HEATICLET, Configuration Manager BDE FIEDFFMIC DL T I,

https://technet.microsoft.com/enus/library/hh846237.aspx BB L T 2T LY,

6. [Create]ZBIRL T, HP U ZA T > b XTLABDERNGRNT AT JVERSY X7 S =7 > XEFR
LET, TR =T RABPEBIER SN LR T AV E—IRY T IBRRINET,
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Task sequence template: | Default template for Windows 10

A default task sequence example for Windows 10 that shows you how to change HP
BIOS settings in a task sequence using HP BIOS Configuration Utility, Please read the
user guide on how to configure the HP BIOS using the Set BIOS Corfiguration step.

Task sequence name: |HP Client Task Sequence

Network (Administrator) account:
Enter administrator{evel credentials to access shares and WM| on the site server.

Account name: IDomain\UserName Io
Password: | lo
Confimm password: I I

Operating system installation:
@® Use an0S WIM
O Scripted 05
Operating system package to use

[v] Include BitLocker Drive Encryption steps

Required HP client packages:

HP Client BIOS Configuration Utility
HP Client Support Tools

Figure 54 HP Client Bare Metal Deployment Task Sequence

B2
BRLIET > TL—RCIH LT, fFRLEY RIS =T > AO—BOFIRIZUTDOESICS XT A= L
F9,

o T4 RTIN—FT 43> DOHIBR (diskpart clean)

s TJHA—RYNETARTIN=T 423> DIEK

o IntelRSTCi 2—F 4 )T 4 DEIT - TNTDOAY T —5 DHEIR

« IntelRSTCi 21—« )7« DFEFT - RAD R 12— ADIEK

R L= RIS = D RUFT RAMRIBTHRICRI L T ABIRIETETT AL DICLTLEE L, HP T
EINEDT RIS =TV ADEFTICEDVNRDT—FEERICH L TEEREELNRET,
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1625 RS — > ZADERE
ERL LTeY RIS =T O RERTTDEDICIRTIS -T2 RAD) ANEBEHRLET, YR - X%&E
B 3EIC, YRTS—T 2 ZANEBICETINDILSICBINOEREEZEMT INEAHY FT,

Configure RAID Example 7> 7L — b4FE O FE|E Configure RAID Example 7> L — bOEB THIBLET,

1.

WEDTZAT I Ea—FDRTAN=INVIDA R— SN TVWBREEERLET, M
IEHP RS AN=NNv T DA R=—bEBBLTIIEE,

FRIS=2RERT )y LTHREIEERLET,

RDORIF, Windows 7 E7=IE Windows 8 BOBEIEDT > L — MK > TERLSNEY RIS =0 > X
TY, TOY RIS = RIE, Windows 7 £zlE Windows8 DEE S TEFRTEET,

Windows 10 BT 7 AL DT> L —hEHUET, 7oL —bRADT T H I DT 4 XRT)N—
TATAVEREIFERYFET, Windows 10 DIFE., HEEIN D Windows BIEY —JILIN\—F 4> 3>
ERZATOREICHY ET, Windows DLBIO/N—3 > Tl ERUEBOHICHYELE, T 77
IEDONN=FT 423 ET A RTVBED 1% EEHHFET, ZDEZ Windows D) A/ A4 A=D1
AR, BELELEE 500 AHNA - (MB) ICEBELET,

Add ~  Remove 39 f,; Properties | Options

g Disable BitLocker 2 |Run Command Line

4 Restartin WinPE

|3 Configure Hardware Name: |Set BIOS Configuration (Input File)
[ 52 BIOS Gorfigastion (opu el iption: Configure the system BIOS of the client. Please referto HP Client [

|'d Install Operating System R Integglalion Kit?Z:tSCCM 2012 User Guide for details. Example command: _ |
0 Remove Disk Partitions (diskpart clean) L
@ Partition Disk 0 - BIOS
& Patttion Disk 0 - UEFI Command fine:
V] Pre-ptovision‘BﬂLocker RunBCU.cmd
ﬂ- Apply Operating System Image
a- Apply Windows Settings
a- Apply Driver Package
0 Apply Network Settings
a Setup Windows and ConfigMgr

b Enable BitLocker [] Disable 64-bit file system redirection

Start in: [

[v] Package:
|HP Client BIOS Configuration Utility 4.0.13.1

[] Time-out {minutes):
[] Run this step as the following account
Account: I

Figure 55 HP Client Task Sequence Example Task Sequence Editor
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3. ERUNKRDOSICIKNUT, ROFIEO—BXCIFEMBERET DUENDHY T,

+ Set BIOS Configuration (Input File)—BIOS Configuration Utility Z{# /B L T BIOS s¥E = ZE XD L DIC
LEY, TPM IXMER T 28IICBRIICL THEE SN TVWBIREND ) £9, FHMICDLTIEL, Set
BIOS Configuration ¥ X7 AT v 7DERTE #BB L T EEL,

+ Remove Disk Partitions (diskpart clean)—Z D X7 v TORENABETY, 2L, IRNTDT 1 X7
SFNATYRIS =T REELLETTDICIE. BRE. BEXOCZFOHRDOITRTO/N\vI—2
EOATIOVE, RYND=UNSBET7IVCATERLDICEBNTIREND ) £, FiM
& BRI T YNOT I REF #B8BLTLIEEL,

+ Format & Partition Disk— BB U TT A RZDT 4=V hEN—FT 4> a3 > DIERDT=HDF
JBEEENZLET, BIZIEL UEFI E/=IFXUEFINA T W R (SMHY) ICERESNTWLWESRT
LZERRTHEIE B 74—y b RXT Y IEBRPICLTBIOS 74— v h AT v THEIC
BOTWBZEEBIBLTLIEE L,

« Apply Driver Package—@RI 92 0S A A—TITEEMT B/ZHD HP RT A N—= /Ny T ZBIRLET,

 Apply Network Settings—BRICBITBET =TI —TE£EIERAAOF TS 3 > &BELET,
Active Directory R A A 2 |CBMT BIBEIEENZT7HI > MEREADLET, BEICHLC T, B
MDY RT>—4 2 AF|E=ER L. BDEGNTA-FYEZRELFET,
4, TRNCDYRTI—T U RRATY TEREBLES, OKFEIFERIZZ VY LTEEEZREFLE
I, BT LEWREDEDIC, BEBICIGCTYRIS =T RAERERBELEY, RTFTv =BT
BTEMNTEET,

1621 7 —hAA=20DEIET
1. FRVS—=2REG7)voLTZONT«1&28RLET,

2. [FFMREIY 7ZERL. [T—hAA-2EREBT2IE0 ) v LTERICLET,

3. [BEB1%7 ') w7 L THPClientBootlmages 7 # LY — M SBUAR T — A A—JEBIRLET,

SEC:
T A A=DFBRAT A AA—SERLCT—FTI7FvDEOEBERLET, HIRIE x86/32-
bit 0S MIFA|E x86 A4 A — % x64/64-bit 0S DIEEIF x64 4 A—THBIRLET,

1622 RO T2 YND T 7 RFFH]
HPMIK ¥ R > =4 > R%&IEL<ETT BD=HITIE. Remove Disk Partitions (diskpart clean) 7w &= X w k7
— NS BERETITIVNEADHYET., ThETOICIK FRIZ—TRON\vr—J0272 (T—
FAA=THEED) OITRTERODEDICER T EZREADH Y £,

1. 72Ny =22R/7 )y LT ZONT412BRLET,

2. [T—970CRIZITEBIRL, (CONNVT—2OBMRA > MOy —2HEICOE-9 2157
Dy LTBRIZLET,

3. [OKIZ=Z) w7 LET,
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4. PEICNLCT, T4 —ROERRA > STV IT, [BARA S EOSEREITFOVICTZ7ER
ITRATSaEBIRLEY,

ZOFIBNTERIGE, £EIFY I O-RIDTUVREEFRTIIBEIE. COYRTI—F>
AFBEBNICLET, A>T oVEA-AIILZYD>O-RT AT 3 oABREINTLDEE
TH, CORTYTERTTEBLDICTIRVENAHDHBAIL Remove Disk Partitions (diskpart clean)
ATV IDMBEND S FOVICER TV RTEZA TS 3 MERATEAVWEES ZRIBERE LTS
BLTIEEL,

5. YRIVS—TZDBMRBICNCTCEESSLMEESNES, Y=y cOLT7Sa > ICBREL, X
I3 = REFERTBEOICHEBICINC T T OVERMABLET, BELOERICE>TZOS
OXERTLEY,

16.3 Set BIOS Configuration & X7 X7 v JDE&E

Set BIOS Configuration (Input File) % X7 X7 w 7Tl HP OB SN /oY R 74— ADBIOSBEELEET DS
ZENTEET, TOOAXRTA 2 DRERITHY X7 IELBCU (BIOS Configuration Utility) Z@FERB L ET,

Properties | Options

Type: IRun Command Line |
Name: lSeA BIOS Configuration (Input File) |
Description: Configure the system BIOS of the client. Please referto HP Client A

Integration Kit for SCCM 2012 User Guide for details. Example command:

Command line:

RunBCU.cmd A

[ "] Disable 64-bit file system redirection

Start in: | I Browse... l
[l Package:
|HP Client BIOS Configuration Utilty 4.0.13.1 | | Browse. |

[ Time-out (minutes):
[] Run this step as the following account

Account: I

Figure 56 Configuring the Set BIOS Configuration task step
ZDIRITS—T 2 RARTY ITIENTOON D RTA D ERTLET,
RunBCU.cmd <BCU ICET /T A —%>

INT A=A T 3> O—E L HP BIOS Configuration Utility User Guide B8 L T IEE LY,
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ZORFIE. BIRSMNIEREPSET 77 A L THEESNEBIOS REEXBRLEEY ., EEESNZOR RS A2
T2a EERLEYLET, Ny FTI7AIIE REDARL —FT 4 VTS RTFADT —FFTI7FvIZIH L
TEYEN—3 >0 BUEROCE LET,

REPSET 7 7 A ILOBIANw o —JICEFENTWEY, NyT—20Y — XT3 LY Config 7 # LI ICH
I) . BCUSettingExampleOnly.REPSET & W\ D &BITY, D REPSET 7 7 A ILEZ DY XU RFT v I TERET 215
B, OXRRTIAEIROESICHYET,

RunBCU.cmd /setconfig:"Config\BCUSettingExampleOnly. REPSET"

REPSET 7 7 A LI, AR RTA D THBIZBBTEZZLIIC. NI =0V —RT7AINWTERET T T
IPIRFESTD2EEZHITITHLET,

16317 74 ILDIENNERE

pa s
RIS =2 ATy TEEBTIRIIUTITERL TLEE LY,

o BEAEMAY ., Ny —T 4 LY ICEEE (REPSET) 7 7 A )LEBM L 7Z% 1%, #%79 HP Client BIOS
Configuration Utility /N — & BARA > R EEHL T, HILWLWRET 7AIDNIY RIS -5 ATERT
TBREDICLTLIEE LY,

o —BBDBIOSERENZEEIF. Y—T v hrITAT L NOBREEEBE TCEIICASBWAREEAHY EY, T
NCOHRTCEBREICERT IS, BEINVEBICLIBEELRHY ET,

s BEDBOSEEELFTDE, FRTZ—TUANTET LAHEWITEMRNHY £, YRTIS—T > R%EL
<EBTAAIIC, RTEHRNDBIOSEET 7AILETIAMLTLESL,

« BIOS/NRT—RTHEAINIFEDNDXFIE, ELHEETIEDICHIRIRT—TanBLTI2MNE LN
FH A, FMICDOULNTIE, HP BIOS Configuration Utility User Guide 28 L T < 1250\,

1. =Ty bTTYbTH—LDERETFAIVERIEL., MLWMEZREL, 202> T 4Fal—
SaERUTCERTOLBEDLRVRELEERE (REPSET) T 7 AILHSHIBRL T, 77 ML =R
%bij—c

2. BUDNYIT—2V—RTA I OBAICHEELET, 77 4L Tk /Vwi— 2l Configuration
Manager DY 7 b0 7= A 7= 1) MIHP Client Support Packages]ZZ7 >3 > IZH W £,

3. V—XRTAINYDIBRERIRL T, BE (REPSET) V7 AILEZO AN ICIE—LFET,

4. ERE (REPSET) 77 AIMNI RIS = A THRTE3LDICERARA > NEEMLET,

1645 RT7S— >R T7 L ADOEH
ROWTNANHETIEEBIREIE. VRIS -T2 R T Lo REBHTINELAH ) T,

e HPMK&E7 > A AL—=I)LLTHBEA X ~=)LLT,
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o AVAM—TDIEEATI 3> &FHAL T, HPClient Support Packages D—EPFE /= IZ LB =HIBRL ., B4 > X
~—=JLL Tz,

GRS =T2R) T 7L REEMTBICIFRDEDICLET,
1. JRUS=T2ReR7) v LTREIEEBRLET,

2. UTOTF—TI)LD Action BIORBICHENET,

Table 2 Refreshing task sequence references

Task sequence step Action

HP Client Support Packages ~ = JL% @ HP Client BIOS Configuration Utility / $w &r — %2
RLET,

Remove Disk Partitions (diskpart clean) HP Client Support Packages 7 = )L @ HP Client Support Tools /N\w/A —Z&BIR L £,

Set BIOS Configuration (Input File)

16.5RAID OEREMDT> T — bDiEH

1651 RT =T ATERTEZT — b A= D%E(E

1. WInPE RZANNYITDA R—bET— A A=DDERICTRTEDIC, T— A A=DIIRER
RSANDNEFENTWDZEZERLET,

2. ROFIBTEBMTDRTIANEDHEAEBITD=0HIZ, BEF O Intel Rapid Storage Technology (Intel
RST) RAD RZT A N\ZINTHIBRLF T,

3. YTy hUTAT7 2N RTAEYIR— ST B Intel Rapid Storage Technology RAID RZ A /XD N—2
I>ET— b A=JITBINLET,

1652 RV —T > XA TERT /NI —>2 0% R
1. HP RTANNYITDAVR=RDFBICR>T, =TV TITY T H—=LDRT ANy THA
DIR—RENTWBZEERRLET,
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https://downloadcenter.intel.com [C 727t X L TH 5, Smart Response Technology Command Line Interface
Deployment Tool Z# 8T L EY, RTA/N\NDN—3 > &—HTBIYV—ILON—3 %R L, BEO
BRICE>TY o >O0—-RLET,

FERC:

RTANEOAR D RTA DY =)IOAT v —=/)N\=23 2 ERAFT—/N=23 > OEIF—FL T
ERBHYET, AR AR RTA YV —ILON=232 128X IFRTANND/IN—T3 2 12.8x
CEHLFET,

S O—-RULEZFAILERBELET, BRALETAINTORICHD x64 & x86 D zip 774 )LE
ERTIVENHYET,

ORRSADY=ILORBELET 7AILETAINTHE, ZOV=ILOY I~ T7INvT—0Y
—RERBBAICOE-LET,

V—ADIGMEBRT 2V I b TNy =R LET,

16535 RIS — 2 RRTw JDERE
BEERIIBTBIZIE. FRIV—HS5VRERIY Y LTCHREIZERLET,

1.

Add ~ | Remove 39 Lu‘

b Disable BitLocker : [Run Command Line |
& Restart in WinPE
4 Set RebootStep Variable Name:
|} Configure Hardware SR
i A
Set BIOS Corfiguration fo RAID mode) =
& Reboot to PXE / USB
|"J Configure RAID Command fine:
&3 Call Intel RSTCii Utilty - Corfigure RAID Volume BT -
& Reboot to PXE / USB ’ fad
|4 Install Operating System
Remove Disk Partitions (diskpart clean)
Partttion Disk 0 - BIOS
@ Partition Disk 0 - UEFI

|Call Intel RSTCIi Ltiity - Delete All Metadata |

Pre-provision BitLocker [7] Disable 64+it file system redirection
Apply Operating System Image
Apply Windows Settings =
Apply Driver Package Sati: | | Browse:. I
Apply Network Settings [ Package:
Set BIOS Configuration (boot to hard drive) = .
Reset RebootStep Variable | Io I Browse... I
Setup Windows and ConfigMgr = -5
Enable BitLocker [ Time-out fminutes): = <
"] Run this step as the following account
Account: | | Set.
[ ok [ camesd | Aoek

Figure 57 HP Client Task Sequence Configure RAID Example Task Sequence Editor

2.

LFDRAT Yy 72FET 2 LEBHY £7,

a. CallIntel RSTCli Command Line Utility — Delete All Metadata—BEZ DIERE BT 4 AT AT T —5
EINTHIBRLET,
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. OXRDROEE : ZOXTY RO RS A > rstcliXX.exe (8243 ANHIT
To =T A NTADORFaAALNEBRLT, EROREICADETEEBRAT
{EEW, BIOEHRERTY ITERELLEIOR > RIA>A—-FT 4 )T+ %2FERBTS
WEBENHYET, REFOANX R A > DlTY,

IntelRSTCLi\12.8\x64\rstcli64.exe --manage --delete — all-metadata

ZOOARRTABID, IntelRSTCIN12.8\x64 (/S — DY — R T A LMD
DTN T,

i. BIORTy I TERLIEINtel AN RTA Y —=)LEERLET,

b. Set BIOS Configuration (to RAID mode)—BCU Zf# M L T BIOS SR E%ZFE L £9, FH#lIL SetBIOS
Configuration ¥ R X7 v 7 OFREZESHRL TLES LY,

c. CallIntel RSTCli Command Line Utility — Configure RAID Volume—% —*w 527 Z A 7 > 0 RADD
AN a—-LERELET,

i. OX > ROEE:Deleteallmetadata D X7 w FEREEIC, TOXRTFTv IROIT >
R rstlixX.exe [ FBRERIANP TS, I—FT AT DORFaAFEBRL T, £
BORBICAEDLE CESMATIZEN, AIOEFBRTY I THRELELIARI RS
A2A—TA VT4 &ZERTIURENDYET, RIFN—RRTATERAD (=
) ICBRET 22X RTADEITY,

IntelRSTCLi\12.8\x64\rstclib4.exe --create --level T — n Volume
0-0-0-00-10-0

IntelRSTCI\12.8\x64 [F/XNw T —>DY — L7 # LI DS OB /ISR TY,
i. BIORTY 7TE/mLIZINtel AR RS A Y —ILEBIRLET,

d. Remove Disk Partitions (diskpart clean)—Z D X7 v 7OREZEIFAETY, =L, ¥R
ST URTIRTDT A RTSTVAEELLEITTBICIE BRE. BLUOZOHFDOTAN
TONYT =27 oYERY ND—ONS BRI T OVICPIJZRTEDZELDICHE
ML THEBELNHY XY, . BRI T VY \OF7 I RFAE=BRBL TS
U\

e. Format & Partition Disk—7 7 # )L~ Tlk, ¥ X7 > —4 > XIEBIOS (LA —/MBR) 7 #—
SV RRTYIDBENCE>TEY ., EFl (GPT) RT v IHERICHR > TWLWET, UEFI Fi=z
I% UEFIHybrid (CSM W) ICRESNTVWDSXTAICT 7O/4T DIBAIE EFl 74— v
FRFTw IEBRICL, BIOS 74— v bRTy TEBIICLET,

f.  Apply Driver Pack—% =5 w b 7oV b T —AB KA —FT 4 TS RFLARBICA 2R
—REINEHP RS A NSy I ERELET,

g. Require Reboot to PXE/USB—Z DT RT>—T 2 X TlE, T4 RTMNERERINTLVRLE
ZICWInPE T 1 B EDRRBESNBETH D28, RebootStep EMEEAL TY RIS
— T RAORNEFHELET,

3. BYRITI—TRFIBERERL. BYDTYRTFIBICBBRINT A=Y EFZRELEFT, TNHOF
BAEEE LA WNBEIE. FRTS =T D RIERY A 7O TELWRY D —=TBAEBRNA NI TN
TWBZEERERLTLIEEL,
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4. INTCOYRTZ—=T U RFIR=ERELIZS, [OKIFZIFBERIZERL TEEEREFELFTT, ¥ XV
ST REBEY, BEICNUTYRIS =T ART Yy TEEML T, LEGERFERTTEE
3—0

1654 J—hAA=20EINAT
1. JRVS—=2REEG7)vo LT 4152 8RLET,

2. [FAMREIY VZERL. [T b A A-2ZEREBT 2120 v LTEAICLET,

3. [BB1%EZ7 ) w7 LT, HPC(lientBootIimages 7 # JLF D5 Intel RSTRAID R A /N—=ZEBIIL=T— K~
AA=—THEBBIRLET,

FERC:
T—h A A=2EFT7OA4 A RTROOS ERLCT—FTI7F v DEOEERLET, HIZIE
x86/32-bit 0S DAL x86 4 A —% | x64/64-bit 0S DIBA L x64 4 A—JHEBIRLET,

1655 B> T UND T 77 ZAFFAIRE

ELLEFTTBICIE, HPMIKRAD ORERBIY RIS —T > ZADIT A R IN—FT 4> 3 > OHIBR (diskpart
cean) 1IRT Y FHRY N —UMSBEETIIVENHYET, TNETDICIE YRTS—T2XADT
NTONYT =282 FT oY (T— b A=2HZD) BEROEDICERT IHNEAH Y FT,

1. 7Yy =Ea7 )y LT 4152 8RUES,

2. [T—9F70CRYTEERL, [CONYIT—200 7 VERARA > Oy —HEICT
E—921%7 ) v LTBMIZLET,

3. [OKIEZUwoLET,

4. BRETILEIC, V4P —ROMEMRA > NRTY TTERARA > MONSEZEITOVICT I
A 2IA TS 3> BRTEET,

5. YRIVS—TZDBRBICNCTCEESSMEESN S, Y=y hOLT7> a3 ICEBREL, X
I3 REFERTBEOICREBICIGC T T OVERMBLET, BELEOERICKE>TZIDS
OEXERTLET,

16.5.6 ¥ R > = > ADET 70— DIEE
RIS =2 RERD 3 DD I — TR EENET, —Configure Hardware (/\— R T 7 DRE) .
Configure RAID (RAID DF%5%E) . Install Operating System (0S MDA > X ~—JL) ,

3DODTN—TORKEEDAEI-F-BHEFAL T, PXE/USBEZN LIEEHROBREESZHOITIRTS —
T ZOMIBEHIME L E 9, Set RebootStep Variable %7 X7 1&, E1T X5 7= T RebootStep Z# % 1 D9 DIF
PLEY, ZEHNEELRWVEEIE. ZEAMER SN, 0ICRESNET,

T RIS =2 ROBDETHIC, [Configure Hardwarel 7 )L— T DY RO MNETINET, BicEIE. Y X
I3 — 2 RHEBETT SE. Set RebootStep Variable %7 X 27 | RebootStep DB 2 ICIB2 L ET,
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Configure Hardware 27 JL— 71Z 1% RebootStep ZHDEMN 1 DB AICOHFETINDIE VWD RELH D=0, TD
IIN—TEBEFRICRFTY TEINET, KDY IL—FTdH 3 Configure RAID Volume DEZE TIE. RebootStep
DEN2 THDZZEEEILTHLETINET, BREDYIL—TTH D Install Operating System |,
RebootStep fE/MN 3 THEZEHRLET, CORUENEEShB L, RTFVIDIBEDTIL-THEGTEN
ESCpN

RIS = DT IZE ALY, Reset RebootStep Variable %7 X7 I RebootStep 7 0 (0) IZUtzw ML E
ERS

YRIS—=T O ROBRBRICEATAROR[UTEREL TLIEEL,

© PXE/USBA\SBEFL Y XTI X=zRBAT2HEAIE [BARA > MNERT, ETFOYRTS—
TURATRRICIGCCERRAA 7S a >z ®ARA > ST OVICERET 7 AT IURELFT,
ZDAT2a>'EY RIS =T ATBREINDIBZ/NY T —STRATEDLDICT BICIE [FO/NT 1]
FATATRY T ADIT =TI RYTEERL, [CONYT—SORBERHRA > b=
HEICOE-T2]1ZERLET,

« FRTS=T2RAWEITIIEL [MATEIE LTRAThTLWSBAIE BEBKICY RIS -T2 X
EER L CERBAZEMRITIDVENDY T,

ZOFIEEELSHESERICIE YTV bDITAT 2 R ITFTATEYGESERABIRERICERE
SNTVWIHENDHY FT, (DF, PXERATEET IES. PXENC IFEBER THO EDEE T/ N1
REVEBBINCHDBENDYET, ) F—TVEDITTAT RIS RATATRERY RIS =T REBE
179 BICIE,. PXE advertisement ZEA L E T,

a. Configuration Manager C[BE LI 247 RIEBEIRLET,

=

[TINA XEBRLET,
¢« Y=TYbDITATURIATLAEBRLEY
d.  URIHSIEREINT PXERFZHIFRY 21EERLFT,

o IRTI—=TRDETICKBMLTLEDBEIFX. BUMTDHESIZL T RebootStep ZHDEE T 1) 7 E =l
Ty hTEARENHIBEELNHYET,

a. F—TYROUTATURIRFLERY Yy LTITONT (1R BRLET,
b. [EHIY IEERLET,

C.  RebootStep ZHZER L. HIFFARY> (X) ZBIRLET,
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17 HP BIOS Configuration Utility (BCU)

BCU I&. LT Z &&mJREICT 2ERDY —)LTT,

o HR—bINTWEBTRINY S D—URF=>3>, FrlF/ -~y Ea—-9h5RBEAER
BIOS 58 7E & FDEZEFHAE D,

o HR—MINTWEBTRINY S D—DURFT—>3> Flld/ —~Jvo1Ba—vTcty 7y
INRAD—REREF=IFILY T3,

. BHOUSAT AL EI—YRBTBIOS BEEERT B,

S¥#M L HP BIOS Configuration Utility 1 —H'— 4 REBRL TLIEE0,

FERC:
HPMK ICEFENTWDN=3 2O BWU T, IREOARL —FT 4 IS XRFTAZBENICHKE L TELULIN
—2320BWU (32EY hFERIFAEY N) ZETT2/NWF 7 74)L (RunBCU.cmd) BNEFENTULET,

© Copyright 2018 HP Development Company, L.P. HP Manageability Integration Kit 108



T ZHIVRT A b=/ =

18 HP Sure (Click

HPSureClick ld, 41> —% v hEBEITIRICOE2a—YEFRELET, Surellik &4 >R h—)LT D&,
Web A FEIAZOWMORTHLEDIZRY, Web A ML > TEFTINIBREOHDZIA— RN A4 70
VM ORIZHIRINB DO RIILD T T7AI L Ea—FYICRRT I EEZMSCOACTFELTHELET,

PAT @ HP Sure Click DHEBEM MK TBEEBTEEY,

«  SureClick D777« 71t (FHEERE)

+  SureClick OBRMELD3aH!

+  Sure Click OERNME DA LE

o TTVT—=a3>HNOEBEATA NDOEH

surechick-test - Sure Click

@ HP Sure Click

el HP Sure Click

v Click HP Sure Click allows enterprise and SMB customers to browse with IE 8 HP Sure Click Secure Browser in a secure environment where malware is blocked from affecting an endpoint PC

Summary
g Activate Sure Click QD Disabled

Force Enablement @D cnabled
Prevent local user from disabling HP Sure Click @D cnobled

| ) The setting below will allow you to create a list of trusted sites that will be deployed to devices in a collection,

Add or remove trusted sites

X hup://www.hp.com

X httpsy//www.norton.com
X hups//google.com

X facebook.com

Figure 58: HP Sure Click Options Screen
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19 HP Password Utility

HP Password Utility |&, BCU/NXT—=RZ7 7 A JLINT A=Y THEBATEBBSL/INRT—RT7 7AW EEKRT S
DY —=)LTT, ZDOYV—)LIEBWUICEENTWLET, ML, HPBIOS Configuration Utility 1 —F =4 R
EBBLTLIEEL,
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20 HP Collaboration Keyboard

HP Collaboration Keyboard V 7 b T 7, FHEDHP F—R— ROBEHRAAD L FO—- )L EZEB L CEBEREE
BT IEOICFERINET,

HPMK ZEBL T, VIO I 7OROBEEEETEET,

TI7AIBORET ) OIEE

hpck-test - Collaboration Keyboard

= HP Collaboration Keyboard

R el HP Collaboration Keyboard
ration Keyt
evices are op!

Summary The HP C
ensure yo

Set default UCC Client (®) Cisco WebEx/Jabber () Skype for Business

Create Policy!

Figure 59: HP Collaboration Keyboard options
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CTHPMK D7 24 2 A h—)b

1. 2> bO-UNRILTITOT S AEHEIERIRLET,
2. [HP Manageability Integration Kit] ZIZIR L, [7 >4 > X h—JUIZEIRLFT,
AR=FENERTANINY T —PET A A= BEOHPMK ICK > TERLSNIEY RIS~ 2 R

lE Y—N—LIZEVET, FR-BLTWBTTA TN =28y =T 7AIVIFHIBREINET, 7=
2L, BIOSBRETV 7 A I ERFT D2HIC. BUDY —RT # LY IFBIFRENEE A
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22 B A—T /N4 XL T3>
7T ) Dl

IT B2 & | Configuration Manager D7 T )L — )L TEZSINTVWBTNA RXAL TS 3 H=ETEET,
TINAROAL T3> 0T ) IL—ILOIER B EDOFEMICDUNTIE, https://technet.microsoft.com/en-
us/library/gg712295.aspx 8B L T EE 0y,

paun
FRMREBTTNARAL 723> 7T )KL T, YR—bFSNTWEBSRTANDY IR 7ELDN
RS —OERBLEBRERERLTCHS, VI EEBRBRBECERIT DI EEBITIHLET,

UTlE HP S RTABEL U HP MK BEE A FR T AEOHE S S L TER TR AN AHP OL Y>3 0T
l) T\\a—o

221 I NTDHP > X7 A

SERC:

HWETFILTIE HiETe L T Hewlett-Packard & WD BBIAMT TSN TLWBHEENDH Y EFT, TNHDSXT
LAEEDHIEOHICIE. BRICEENBBLIBENDH Y EFT, SHPMKBEOHR—ETZv T —AU XS
AL T, MEEEE T IOOBULIXTAOAL 7S a>EE/RL TIIZEL,

select SMS_R_SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,
SMS_R_SYSTEM.ResourceDomainORWorkgroup,
SMS_R_SYSTEM.Client from SMS_R_System inner
join SMS_G_System_COMPUTER_SYSTEM on

SMS_G_System COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_COMPUTER_SYSTEM._Manufacturer like “HP%®
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2R22HWETILESLIRNTOHP > RXTFT A

select SMS_R_SYSTEM.ResourcelD,

SMS_R_SYSTEM.ResourceType,

SMS_R_SYSTEM.Name,

SMS_R_SYSTEM.SMSUniqueldentifier,

SMS_R_SYSTEM.ResourceDomainORWorkgroup, SMS_R_SYSTEM.Client from SMS_R_System
inner join SMS_G_System_COMPUTER_SYSTEM on SMS_G_System COMPUTER_SYSTEM.Resourceld
= SMS_R_System.Resourceld where

(SMS_G_System COMPUTER_SYSTEM.Manufacturer like "Hewlett-Packard%® and

SMS_G_System COMPUTER_SYSTEM.Model not Hlike "%Proliant%") or
SMS_G_System_COMPUTER_SYSTEM._Manufacturer like "HP%

—_

223 EDETILBD HP > XTI

select SMS_R_SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,
SMS_R_SYSTEM.ResourceDomainORWorkgroup,
SMS_R_SYSTEM.Client from SMS_R_System

er join SMS_G_System_COMPUTER_SYSTEM on SMS_G_System_COMPUTER_SYSTEM.Resourceld

inn
= SMS_R_System.Resourceld and

SMS_G_System_COMPUTER_SYSTEM.Model = "HP EliteBook 850 G4~

22.4 Windows 10 Enterprise > X7 /A
select SMS_R_SYSTEM.ResourcelD,

SMS_R_SYSTEM.ResourceType,

SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,
SMS_R_SYSTEM.ResourceDomainORWorkgroup,
SMS_R_SYSTEM.Client from SMS_R_System inner join

SMS_G_System_COMPUTER_SYSTEM on
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SMS_G_System COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_ COMPUTER_SYSTEM.Manufacturer like "HP%"

inner join SMS_G_System Operating_System on SMS_R System.ResourcelD =
SMS_G_System Operating_system.ResourcelD and
SMS_G_System_Operating_System.Caption like "%Windows%1l0%Enterprise%”

225 7 IN\A AN — RZBRPZTEZDMNE DD DO H R
E D X7 /AT Device Guard ZERC TESNEHIET BICIE,
https://blogs.technet.microsoft.com/enterprisemobility/2015/10/30/managing-windows-10-device-

AV

guardwithconfiguration-manager/ [IC 727tz X L. Determine applicable systems section DFJEIZHE > TLE I 00,
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23 HP Sure Start ZzH/R— K953 X
7/

HP Manageability Integration Kit ZB#H L7=T X TOHP 754 7> O Ea—%Tld HP Sure Start H7R— &
¥RlZ. Configuration Manager /N\— R T 7 A >R N YLREEZEB L TREBTEXY,

HP_SureStartPolicy BIOS Sure Start 525 & Sure Start M/\X— >3 > &R % Configuration Manager D7 7 # )L bD T =
AT REREICBMT BICIE. MOFIEEEFTLET,

1.

2.

Configuration Manager ©, [BE1-[7 547> FREIDIBISERLET,

(TI7AINTTAT O REEIEAY )y LT, [ONT (4128 RLET,
TIARRETARIT N=ROTT7A R R)]IZBERL, [T ROBREIZERLET,
N=ROITAN ) IZT XTI 4 > ROT, EMZERLET,
N=ROITARNK)IZIDEMT 4 > RUT, EHRIZERLEFT,

HPMK 75 A 7> bDA > AR —ILEN TS HP 3 X7 AIZ Configuration Manager 284 > X k— )L
NTWBEE, 77402 E2—FE (A2YV—IDRBHBIRXTA) ZZ0FEFEFEALET,
ENUNDBE, HPMK 7S5 A 72 b 2 A= LENTVND S XT ADBRIZHEEL TS
VAN

WMI & BIZ2 [ I root\HP\InstrumentedServices\w1 Z A L E 7,

[(BRIEERL, BELESXTADOWMNIZERT 27D —F—BE/NNXT—READLET,

HP_SureStartPolicy 7 2 X&EBIMLET, T RE/N—ROTT7 A >N ~JITEBINYT BICIE,. [0K%E
BIRLET,

To2AF A Ea—-9RERENEIEa—FRYS—EY I O0—-RLTN-RITFTA NNV
YA INEEFT L%, HL3ET — 4 IF Configuration Manager ICERESE SN ET, T—FIFZFD%, LU 3>
EERL S B eOICKIBERETTY,

PATIE, HPSureStart EHR— T 23T RNTOHP S RTAZBIRT B0 ND I T TY,

select SMS_R_SYSTEM.ResourcelD, SMS_R_SYSTEM.ResourceType,
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SMS_R_SYSTEM.Nanme,

SMS_R_SYSTEM.SMSUniqueldentifier,

SMS_R_SYSTEM.ResourceDomainORWorkgroup,

SMS_R_SYSTEM.Client from SMS_R_System inner join

SMS_G_System_COMPUTER_SYSTEM on

SMS_G_System COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_ COMPUTER_SYSTEM.Manufacturer like "HP%"

inner join S

MS_G_System HP_SureStartPolicy on SMS_R_System.Resourceld =

SMS_G_System HP_SureStartPolicy.Resourceld and
SMS_G_System_HP_SureStartPolicy.SureStartVersion like "SS%*"

23.1TPM 7 T1)

NS5O TPM 7 I DOl
Win32_TPM &7 5 2D TPM

Tl&, 7547 > bSO ROOT\ cimv2 \ Security \ MicrosoftTpm 2 BIZ2 RS D
TFEFRALTVWET, TOTPM IS INN=RTTT7 A2 MJIZENSH

TWAZEERBBLTLESW, 247> a2 EBa—9—hAEHFOI>Ea—5y—R)S>—&BAHAL. &

DN=RHLTA 2R

1) F—% 7 Configuration Manager ICIRE SN2 EERET D=L V54T >

NEELATPM ALV a2V ICEDIRENH Y ET,

Y

23.TITPMNN=232 12 D2 AT A

select SMS_R
SMS_R_SYSTEM
SMS_R_SYSTEM
SMS_R_SYSTEM
SMS_R_SYSTEM
SMS_R_System
SMS_G_System

SMS_G_System
SMS_G_System

_SYSTEM.ResourcelD,

-ResourceType,

-Name,

.SMSUniqueldentifier,

-ResourceDomainORWorkgroup, SMS_R_SYSTEM.Client from
inner join SMS_G_System COMPUTER_SYSTEM on

_COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and

_ COMPUTER_SYSTEM_Manufacturer like "HP%" inner join
_TPM on SMS_R_System.Resourceld = SMS_G_System_TPM.Resourceld

and MS_G_System_ TPM.SpecVersion like "1.2%"

231 2TPM/N—=23 2 20 D> RT A

select SMS_R SYSTEM.ResourcelD,

SMS_R_SYSTEM.ResourceType,

SMS_R_SYSTEM.Name,

SMS_R_SYSTEM.SMSUniqueldentifier,

© Copyright 2018 HP Development Company, L.P. Systems with HP Sure Start support 117



T ZHIVRT A b=/ —

SMS_R_SYSTEM.ResourceDomainORWorkgroup, SMS_R_SYSTEM.Client from
SMS_R_System inner join SMS_G_System COMPUTER_SYSTEM on

SMS_G_System_COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_COMPUTER_SYSTEM._Manufacturer like "HP%" inner join
SMS_G_System_TPM on SMS_R_System.Resourceld = SMS_G_System TPM.Resourceld
and SMS_G_System_ TPM.SpecVersion like "2.0%"

I2WEDT TN T =23 NA A S=)LENTNBS RT A

© Copyright 2018 HP Development Company, L.P.

select SMS_R_SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,

SMS_R_SYSTEM.ResourceDomainORWorkgroup, SMS_R_SYSTEM.Client from
SMS_R_System

inner join SMS_G_System_COMPUTER_SYSTEM on
SMS_G_System_COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_ COMPUTER_SYSTEM._Manufacturer like "HP%" and
(SMS_R_System.Resourceld in (select Resourceld from

SMS_G_System_ADD_REMOVE_PROGRAMS_64 where ProdID = "<Application product
ID>" and Version

>= "<Miminum supported application version>")
or (SMS_R_System_Resourceld in (select Resourceld from

SMS_G_System_ ADD_REMOVE_PROGRAMS where ProdID = "<Application product ID>"
and Version >= "<Miminum supported application version>7)))

LRDTZ ) &, HP WorkWise /N—23 2 1311 NS > R = )LENTWBS RTAERLET,

select SMS_ R _SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,

SMS_R_SYSTEM.ResourceDomainORWorkgroup, SMS_R_SYSTEM.Client from
SMS_R_System

inner join SMS_G_System_COMPUTER_SYSTEM on

SMS_G_System COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System COMPUTER_SYSTEM.Manufacturer like "HP%" and
(SMS_R_System.Resourceld in (select Resourceld from

SMS_G_System_ADD_REMOVE_PROGRAMS_64 where ProdID = "{56051A5A-7A04-
4CD4ASCD-
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781F1AC10112}" and Version >= "1.3.1.1%)

or (SMS_R_System.Resourceld in (select Resourceld from
SMS_G_System_ADD_REMOVE_PROGRAMS where ProdID = "{56051A5A-7A04-4CD4-A5CD-
781F1AC10112}*" and Version >= "1.3.1.1%) ))

23.3 HP Client Security M7= & |C Intel Authenticate 7= |&BRN7: Intel
Authenticate 7R > — A BERHIN TS S X T A

HP Client Security (HPMIK H7R— MM &) MA 2 XM= )LENTNBITRTDHP > X7 ATIE,
CM_IntelAuthenticatePolicies 0 2’0/ Y7 « State & IsValidPolicylnstalled @ WMI 27 = X | Configuration Manager /\—
ROTT AR MUHGREEEZN L TS TXET,

CM_IntelAuthenticatePolicies % Configuration Manager MEEED T A 7> REREICBINT BIZIE, RO FIEEETT
PEX

1. Configuration Manager ©, [BI]-[7 T4 7> FEEIDIBIZERLET,

2. [TI7ANMRIZATREREIZAI VoL, [FONT41ZBRLET,

3. TIUANIRREVARTT, DN\= ROz FPARURIIEERL, [V ROREIZTBRLET,

4. N—RIITFANDRK)TIZTRI 4> RO [EMZBRLET,

5. N=ROUITFANRUKN)TZRXDEMT 4« > RUTHERIZERLET,

6. HPMKZZA 7> AR —)LENTLD HP > XF Al Configuration Manager 734 > X — )L
NTWBHBE, 774D E2—FE (A2VY—IHHBIIRTL) EZDOFEFEBLET,
ENUNDBE, HPMK 7S A 72 b 2 A= LENTVND S XT ADBRIZHEEL TS
VAN

7. WMI B ETZERIC root\HP\InstrumentedServices\vl Z A L £,

8. [BRIZERL. BELESXTLAO WM ICERT OO —F—FENIT—READLET,

9. [CM_IntelAuthenticatePolicies]Z Z RZBIILF T, [OKIZZ U VI LTN=RITF7A N2 ~YIZIE
mLEY,

10. [OKIEZ U wo LEY, BEOKEZUYIZLTINTDI 4> ROEFHCET,
ISAT7 I Ea—9RBHRSNEI > Ea—9R)S -0 O0—-RLTN—RIDZT7A 2N
YA\ EET L%, HL3ET — % I1F Configuration Manager ICERESNET, T—YIFFDHE, OLU> 3>
EIERL Y D1=ICHBARETY,

RORIE, 7547 > O Ea—4—0 CM_IntelAuthenticatePolicies WM 7 2 X &R L TLVET,
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Figure 58 CM_IntelAuthenticatePolicies WMI Class

IR ') &, HP Client Security M7= D Intel Authenticate /R ) S —Z S T EBNTETOWDIITRTO HP >
RTFLAEEBRLET,

select SMS_R_SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM_Name,
SMS_R_SYSTEM.SMSUniqueldentifier,
SMS_R_SYSTEM.ResourceDomainORWorkgroup,

SMS_R_SYSTEM.Client
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from SMS_R_System inner join SMS_G_System_COMPUTER_SYSTEM on
SMS_G_System_COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_COMPUTER_SYSTEM.Manufacturer like “HP%"

inner join SMS_G_System CM_IntelAuthenticatePolicies on
SMS_R_System.Resourceld =

SMS_G_System_CM_IntelAuthenticatePolicies.Resourceld and
SMS_G_System_CM_IntelAuthenticatePolicies.State = "Active”

> 27 AT Intel Authenticate 781 > X b—)LENTULVRWEA, State [ Notlnstalled iR L £, ZHLld. Intel
Authenticate DA > XA b —JLENTWERWD, A A M—JLICKBLIZZ EEBIRLE T, Intel Authenticate %
AAS=)LLTCIZAT O Ea—5EBRS L, HPClent Security MRAT—F ADZ b EERHTED &K
SICLET,

[E#RIC. HP Client Security D 7= DB N7 Intel Authenticate 7R ) S —ANERICE > TUWB TR THOHP S X T AR
BIRTZEHOZITIIFRODESY TY,

select SMS_R_SYSTEM.ResourcelD,
SMS_R_SYSTEM.ResourceType,
SMS_R_SYSTEM.Name,
SMS_R_SYSTEM.SMSUniqueldentifier,
SMS_R_SYSTEM.ResourceDomainORWorkgroup,
SMS_R_SYSTEM.Client  from SMS_R_System inner join
SMS_G_System_COMPUTER_SYSTEM on

SMS_G_System_COMPUTER_SYSTEM.Resourceld = SMS_R_System.Resourceld and
SMS_G_System_COMPUTER_SYSTEM._Manufacturer like “HP%"

inner join SMS_G_System_ CM_IntelAuthenticatePolicies on
SMS_R_System_Resourceld =
SMS_G_System_CM_IntelAuthenticatePolicies.Resourceld

and SMS_G_System_CM_IntelAuthenticatePolicies.IsValidPolicylnstalled ="True*

2 X7 /A1 HP Client Security BB Intel FREER ) = —HV7ALB A, IsValidPolicylnstalled 70/ Y7 « |4 False
EHRLET,
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AR B—hT IS a—FT4 >
7

MJWMK%)XF-»@%%

HR— /N4 —= (HP Client BIOS Configuration Utility 3 7= & HP Client Support Tools) MDA > X k—)LHICT
—FE bTJ%A\ AAG=FEETLTWBRI— =T D> I, Configuration Manager Hf —/X\—~®D 7
TERABLOT—YDOBRBIERNHZ2 T EEE/RT DN, ENLOERERF>I-—F-L LA LTH
BAAM—=ILLET,

HPMK 2T >4 > X = ILENALY

AR=REINTERTANNNY T ERSNTET — A A= BECHPMK ZN L TERL SNy RIS —
o RE BRET A AM=)LLTHEEIBINERT A, AEIZAHS>TZIBE L, Configuration Manager 7S Bl
AR

HPMK B A > A M= LERIIMEELER. FRTI -T2 IDBRITEIAAN
HpWK%E4:&Z#—»B$ﬁM§t_ﬂ%giétifxHPWK*gatwtnxh—wﬁmﬁyﬁﬂr—§%ﬁﬁ
LIEBFEOY RS =T > RILBENICIEERSNEFA. EL <A IZlE, YRS —=T 2 ROBB%E
BHITIRENHY EFT FFAICOVWTIE, YRTI— T/Xwﬁﬁwﬁﬁ%éﬁbt<ﬁéu)c

242 RZA)NN—)\v T DFERE

Configuration Manager 78 SoftPag BRI RZ A N—/Ny I TN EERET S
HPMIK Tl [BEM -V —=ILIATIVORSANNYIDHZEA R—~TEET, oAHFd) (VI
IV -SRFTLABELE) IZ)RASENTLWBAMDORZ ANV T HPMK TIKERTEEE A

HPMK AR Z A /N—INF QREBRICRS A N—/N\w T DA 2 R— N 7O RERT TELZW

Nt BEORSANDREINTE RSANDY —INE DS RWVEEICKEET IREMENDH ) £7,
BEORZANDY —ZINGFAETDIIEEZERLTLEIL, FO2THRWVEAIE. RTANZHRRLTRT A
NNy T EBAR—RTEIN BUBRWRTANY —REEBTLET, This might happen if an existing driver

24.3 WinPE A A —{ERLDRERE

WSODDRBARER T — A A—=—DHR—ZT - A A= L LTBRTEAEN

Configuration Manager DE/N—=>3 2 1d ARXINA X, FEIFFED/N—23 2D WnPEND RZTA/N\—=HB&
OO R—Z 2 FDOBIMOHFETR— KL TNDESH, HPMK J— b A A — DIEREEE TIFIREN AR —
LR CEFE A, WINPEDARY T A XICEAT 2RFEDEHDFMICDOLTIE
http://technet.microsoft.com/en-us/library/dn387582.aspx 2B L T 2T LY,

7 hAA=ZOEBERICADK ETFA ST —N—DARXL =T A 2T RTLAN—EBDORTAN-—DEGEE
ICRERTERVEBEIE., ZOHPMK T D\ KET IaEEMNH ) FT,
Object version mismatch error; a ConfigMgr object has been modified or

updated before changes could have been saved. Please try the operation
again.
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BRTICKBLESEEE. FBTRIANEDREIIA T EHH. EEA A—TITBMLTLEZEL,

284 RIS = RENT TN >a—F7 4209 BBIIC
o RV URBEEERLET, YRTZ—T O ROKMOELRBRERILZ. YRT7 -2 XOFETIE
FELEEREICEEL TWET, AOY RIS -T2 XFEZEHETRL TIEEL,

o BRBEENELIEYRT S~ REBOBR,

o BNV T —PDBB-Y RIS -T2 RTERBINTNDITRTOINY T —HERRA > SOSH
BAETHY) . BHOEDTHDIZ EEBRTIVENDHY ET,

o HRII=TUZN, BEAAR=ILENTWLEF Y STERSNZON., £EIEERINILUEICA >

Abh=ILENEN=2a3 > TER SN O ERERBLET, FYbET A AN=)LLTHOLBA R~

— LU T84, F7zld HP Client Support Package ZHIBR L 7=h\zw b 7w FICE > TBA A M—ILLTERE

X, ENSEZFERITEIIRIS—T O RFIETHP NI —2HBERBIRTIVENHYET, FiLLy/ Ny

T—CBBEBRBL YRS =T REENTAHEOFMBICONTIE. TORFaATREBRBLTL

=X,

e — Y IO—RLERSANSYIAHPMK ICE>TIELCHIBRINEZ EEHIBLET,

o HPMK IC& > TH > O0—RENERT ANV T IE. BTEMP%\ hpdriverpack |CHEISNET, 22
T, %TEMP%|E, IBEOV AL TCWBA—F DT 7 A bDOT7 T )= 3> O—BNRIEMEE
FIDREBEHTT, HPMKIE A >R—bDBRIILEE. Fo>O0—-RLULERZAN=/\v I xBIkk
LEDELET,

s OJ7 74D

o Configuration Manager 1> — )L O 7 7 A JLIE AdminUlLlog 7 # LY —ICH Y FET, DT # LY L,

Configuration Manager 1>V —)LDA > A b= )L7 4 LT R JICH ) £,

o HPMIK IC&k > TERSNI=OT 7 7 A )ik, %TEMP%\ hpclient ICREEINET, T2 T, %TEMP%IZE.
WEOA L TWBRA——DOFT 74 bOT7 TV —2 3> 0—BNARBMEERT IBEBELZHT
3—0
LSXNUICT NI IS T7EEBNT 22 E7T, IROVEREFY FOZ 7 7A4J)LICBINTEET, L
PR 1) T, Debuglogging &WL\DZEID DWORD fEEZEBML. ZHTBAL AN F—DEE1ICEREL
*7,

HKLM\Software\Wow6432Node\HP\Client\ConfigMgr Integration Kit
o BINMEARIAE/SMOZ 7 7 4 LA Configuration Manager 027 7 # LY (QBEIZXDBRFRICH) ET) I12H
ET,

%ProgramFiles%\Microsoft Configuration Manager\Logs).

2455 R — > XHEOERE

MTIE RETIHEMENDDIN ONO—RNLBEETY, MENZZICU X bINTULARWNEESIR Bt
DODRZIINZa—FT4270E07> a3 cREEBBIIENTEIET,

—BORSAN=—DT = A A=JITHBEATNAL

INUE DISMBEUARL =T A IS RTANTR=ELTLWBEDIVEFHLLWRTANEBRAATRS
ANDEBREEINTWDBAICKET IHEEADHY XY, TDEE. RTIANEBEBLGLRZANELTRD
N, T— A A—JICEASNER A, =& ZIE Windows Server 2008 R2 £ T SCCM 2012 SP1 ZE1T L TWLVS
BA. —8D Windows 8/8.1 RZ A /\%& Windows 7L A > A= JLIRIEBO T — b A A=JICEAT S EIET
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ZFHh. BBORTANDRBICHELZWVEEIF. T—b A A=SRTANY IS RTANEHIBRL T
Do, BUDRSANEFHTEBALET, FHICDOULTIE https://technet.microsoft.com/en-
us/library/nh825070.aspx IC 77t AL TLIEE LN,

Y=y ISy T x—AN Windows LA >R N—J)LVBEBTREELEZEBICY RIS -2 R
AL Iy gAY

RDEDIZ, WKODNDREDNEZ SNFT,

o XY KND—=TOFFTEINFR—-bEINTUWEWNEZD, v hT—TEHEATER,

o T A A=JIIBBERRY RT =T RTANPEENTWENED, v hD—TEHENTER,
 Configuration Manager |, ¥ =7V cDODHP VS AT N TT Yy b7 3 —AEBETEAU,

s IR DRATBRINTWS 1 DM ED/NNy I — AR TERL,
INSDOMBEBRRTBIZIFRODEDIZLET,

1. YR=—bIhTWBRRY D=7 TI9ZRIMIT,. FNEPXENCELTERELET,
2. BUAHPWInPE RZ A /\/Vw 7 EEE HP Client WinPE 4 A—HFRLET,

3. I—TYRDHPIZA T NTTy T4 —AMELWVWHEBIEERT Configuration Manager |24 > 7R—
b= EERRBLET,

4, FRTI—TURERE, BETIUEENHITIZ—EEBIELFET,

FRTS—=T 2 ROEFTHRIC, EFMINE, REEFFLUVBIOSBREANT 7 A LIMERTh TLIGELAD
ERATERN

HP ClientBIOS R EI—FT 4 U T 4 )XW —HNBYARARA > MM TS aShizZ & &5ERBLET,

RIS — D RIIEABRT BN, T TIAEL
MDOEDIZ, WSODMDRERARANEZ S5NET,

+ BIOSREZZEET DL, SRTANERICEF LA GBYFET,
c I=TYRTTYRTA—LARBICRESTERTANNNY T —IHERINTE,
ZOMBERRT DICIPIRDEDICLET,

1. BEDY—TYETITYRTH—AICELWRT AN =N BIRENTVWD ZEERERLE
ERS

2. IR UROINTOKEEED, WROTVSA T2 RERIEOLTSa >R T7IERTES
BfRA > REEIFTIL—TICRAINTWB T =B LET,

RIS —H L 2EFERBICEAL ZENTERL, FRIBBEDIRIS -T2 RARFYv TERTLTND
LEICIS—Avz—HRTFEIND

RDEDIZ, WODPDRENEZSNFTT,

« TSTAHT AR =)LENe, ( (FRTS=T2XATZTIRMMIEFNERT Y INETED
JREMELD N FT) BEDIT— AV E—INRRINDIZENHYFT, )

o TSTOAHEBEBRTVWET,
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T ZHIVRT A b=/ —

o HPMKMWN IS AT A M—NN—I24 > R b= J)LENTULAL,
COMEERATDICIIRDLSICLET,

1. TI30A42EBACA=IILLT, BEBTFAININTEELERINTVWS I LZEABLE
_g—O

2. ToAXRIVYA MY —=N—ICHPMKZA > R b—JLLFET,

3. TJIUACDACRA—ILEBELEYS, IhE Yy b7y TEBEET L TUBEIZERT S
M 32 bO-LRIUDITOT S A EMEITHERIA TS a2 EBRT I LICK > TRITTE
ESEIN

4. MLWIYRTS—=T 2 RIZTIRTS =T > R=BERLET,

5. W<ODPDIRIS =T 2 RFIBICOWTNNy T —SZEBERLET (FRTS -T2 XBRBOEM
=BR) ,

206 5 R — > ZOERL E BIEDRERE

HPMIK ICK > TIERSNTEY RIS =T D RERELE D ETDE “IRTS—FTRATZ T MIEX
NBRTYTENSE T LT OTT-—RREIIhSD

ZDIT—IFEE. HPMKAS—NN=—DET A D RE=IILENEEZICRTZEINET, YRTS -T2 R%E
RTELITRET DS, HPMK ZES—N—ICBA > A= ILTEREADH Y FT,

T4 RIIN=FT 423>l (diskpartclean) FIEARETTA, BRI T OVICFI2RIA T3>
EEHATEETA

UTOEBRMND Y FJ

© RYRD=TT AN RIS =T 2 ATy TeRAL TN\ T =277 L eg8Txy hT—
JHBICERL, (AR RIACORTFIZRAVEFRLTRY M) —TJHENSRT Y TERITLET,

e NI —T7ANET— A A=DIZEBIIL, O RTADODEFTIRIEZFERBLTT— R A0
T7ANEBBLTRTY IEZETLET,

INLDTII 3 EEFTIDIAEICDONTEL <IE, Configuration Manager OBRIZZBB L T I,

2475 XU — > RETORRE

S RFAMPXE T— KK T B

7547 > > Ea—5 A HP ElitePad 900 72 £ EFIx86 (1A-32) DIRA. PXE 7 — REIEBICHEAESE3IC
I&. Configuration Manager 2012 SP1 IO BB AEM SO > A 1 (KB2817245) A > A =)L BB ENDH
\) £9, Configuration Manager 2012R2 TIXZDBEFH O S AIFAETT,

PXE &, JO—RFv XY A TOBEEFERT D DHPP OILETT, JO— RF¥Fv ANBEIIZEDY A A
TOMEEFERLETA, TNIETCICIFBRECEEF A, TOBR, I>Ea1—-YIE YAALATIRLTE
ERENFRET IHIC, T IAI SOIFRERT DHP £/2IEPXE B EZSETI0OEFHEY, I Ea—%
EBEINTIECIC, RAVFEOEREBRESTIVNEND Y FI, —BORY ND =T RAvFIE B
DELEESIERITAEMND DT 74 ARETRESNTEELET, XA vFDREIF. FRERAICER
HEROAST—FTERWESD, DHP E2IEPXEDY A LTI bESIESREZTHEENH Y ET,

UTOMEIF, RAST—232FAATIMMIE>THREBEZITSHBEENHYET,
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1. Spanning Tree Protocol (STP)—STP |Z)L— J&iE. Xy D —JATREMERMT 270N TY, &
OF7INT) ANEFERTDRY T —F2I0FINA RE, Ry 5T —0F /N4 RIZET DBEHRENET
218, HEIREOREREARET DHBEMEADHY FT, ZOBRINEBBH, T —/ V=L PXE N SEEH)
L. Windows BRI —EXDNSDRBEERF > TLWBBICTA LTINS R EAHY I, CNO5DOMER
EETBICIE STPEEDICT A, =T v hF—N—DI> R/ —RR— KT PortFast #BMICLF
T, FEMICONTIE, HETONZaTILEBRBLTLESL,

2. EtherChannel or Port Aggregation Protocol (PAgP)— EtherChannel ZfE A3 3¢, T/ XBOEHD!) > H1
DOBR)UELTHEL, U IRBTEREEBTEEY, BET— R T EtherChannel 7O b )& E
T92L, BRISHOBGREENKEET IAEENAD ) FT, ZOBELEZ@RETIICIE FEE— RICL
DEADD, ZOWEZATICLTIZEL,

3. Speed and duplex negotiation— XA W F DA — hZ AT - 3 OAFTICREShTULT, T —N\DBZDR
BETa17LyIRBEICRESINTUVWVEWMES, RAvFIFEOY—NERDII -3 LEHA,
PXEET—N—ETELLETINTNDZEZBERL TLIZE 0, MOBEBRIRET/NA A RTF AICER

TR, SRTLAEPXENLEBTILDICHET D2BNENDH Y FT,

L RTFAIXPXE EREITDIM, PXEH—N\—DINBEEF>TIAALTIRTS
WINPE 7 — A A—HBEIARERARA > BTy 2SN TWAZEERERL TS, 512, FRE
NBEMRA > B TIEPXE DNBRIICHE > TLWBRENDH ) £,

UTOFIETHERBLET,

1. [BE]-[T A hOBEI-[T—N—-8L 0T A b XTLADORENDIBISERLET,
2. BUSECAARA > b EERLET,
3. EAA > hDREERET ) v L. [TONT 4 1-[PXEIDIRISER L XT.

WInPE N5 RIS~ > RZRR LR

IRDIBFTIZd 2 SMSTS.LOG 7 7 A JLERES L F 9, X\windows\temp\smstslog\smsts.log. / Vw4 — M5 > 0O
— REINABL, FREEFTIERATERWNESIR. BUARY NI =T RTAN\DA X b= ILENRTLRWE
BEMN DY ET, Y=Y TSV T —LARBOHFLULWINPE RS A/NTWINPE A A—JEEHTIHNEN
HBAEMENH ) ET, FRTS—T O RATBRINTLNBIRNTONNY T —HEHARA > OB AFTE
BT EEERLET, WInPEIFITNTONY T —SERIEL T Y RIS =72 XRENBY ZRIICZENSHE
FBaREchHdZ ERBLET,

ATIOVI—H 2D RADRT =Y AN “BRABEHL" TH>TH, FRITI—HT2 AN “FRTS—5 2RO
RERROBRICKBMLUELE" ERELET,
Configuration Manager |Z1&, /N —2ON\y S aMERSHaEWZ ERAHDEWSRENH Y FT, ThiCK
D, N2 afnInsOBNTERINTVWRES, TN/ RN ToVERDITFZZENTERLEND
FERICAL) E 9, able to locate the content since the hashes are used for those purposes.
COBBERRATDICITIRDEDICLET,

1. [RSAN—NVIIEBRLET,

2. AU)vILT, [BHERANOEMEEIRLET,

3. ERINBIAFTATRY I RATUFWZBIRLET,
ZOTOCRDNRTTDE, RIS RICE>TRTAN=NYIERDIJTTRRATEET,
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=Ty RS RFAD, BRMENEZBU 7 7 A IILORITREIIERICKKT D
BT 7 A EEE, BN, FEIFHRTDLEEICIE BUNYT —SZ20RMARA > hEERTIHNEN
HYVET,

BRR RS A THEETBIEE. T 74 COEHEF TIEPXE IZEBISNhEEA
TIOTATIN=T 423NN —RRIATEICERESNEE, BRIBARL —FT A 2T RFTLANA 2R S
—LENTUONIZBEINICREIRTAER T /N A RIT ) £9, PXENICAORENIBFON—RRT A TLVRICHD
BE. N—RRZA JIHPXE &V EETIC Windows TEEIT S, Windows N1 > X b= J)LENTULREWNEEIE
MENNS RTFAIN—FT 433> IT7—%5|ZRZILET,
ZORBBERRT BICIIROEISICLET,

1. BENERTPXENN—RRSATJTORICEESN TWA I EEBIBLET,

2. WEICNLT, FRTRTYITHPentBIOSREIA—T 4 VT« &R L CRHNEFEFRELE
7,

- ¥rlE -

=Ty ITYRTH—ADBIOS TENEFERELET, CNETDHAICDOVTOEMRNATE
TICDWTUE, 7oV b7 —LADBRESBL TESL,

BCU Z#ER L CENEFZERTET DAEDFMICDOLTIE, SetBIOS Configuration ¥ RT AT v DR E #28
LTLIESL,

PXE DNEEENIBR DFEEEICH D15 &, Configuration Manager RT3 DT=OHICHBDY X7 S —4 > ZHVa LR
U, D22 =5 —IFEBRICIEPXENSEEILEE A,

FRIS—=ZM “R)S—DF O O-RICKBMLELE OIS —TKRHT S
ZDOIZ—1— R (0x80093102 F7=I% 0x80004005) |&, FEAREMRIIDMEREZRL TLWEY, SMSTS.LOG 7 7
AICIE ROTFEIAROWTNADI Y FYHARTIEINET,

CryptDecryptMessage ( &DecryptParams, pbEncrypted, nEncryptedSize,O,
&nPlainSize,0 ), HRESULT=80093102 no
cert available for policy decoding

EZOH5NBBRRAIFITOESY TY,

o DNS A ==& L TLAL, FEET A4 M —/IN—DEX74 FQDN ZIEE L TLVELY (DNS U X
FTBREINTLD) BE, RALEREIFITA M —N—DRENE>TWLDE, TOIT—HDEETS
ZERBYET, A b —/N—=FQDN EIEBEE T, NETBIOS BDAEIEEL TLAT, DNS H—/V—=
FODNZZ2BL IS E L TWBIBE, 8-> B8BICE>TIOIZ—RET DU H Y FT,

e PXELT—MATATIERSNTVWRIERAEN OV I SN TWED, BELEFA. U1 LDORE/ —
ROTICHIHEBPBEDONT NN T OV I SN TLWDINMEELBRODZERERLE T, SMREEEXRAE. 15
MERRICEIEZER STICA VAR —ILENTWBR I EERERBLET, 1 X b—LZhTuiangald £
nozA > XN=JLLET,

ENTEIRT ST AR 2156E, BARA D NERIFTIL-T, HBEVNEZEOABENS/ N —
TEHEBRLT, BEBILEYS, chIZEY, NvTr— Ny 2 ahBERRSINET,

PXE RHIBEREHEE L CEY RIS —5 > ABNBETINEL

BN RIS =T 2 REZITLENEDMCHDI L ST, BEBRADI > Ea -5 —ICBREINEEL DI,
BRENABETEHFATTDILEDICREINTVWD I EEERT DIVELNHY FT,
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ZORBEBRYT BDICIIRDEDICLET,
1. BRREOX=—2070NT 14T [R72a-U201EBRLET,
2. [BETOBFIZERLET,

& R —4 > B Apply Operating System 7w ¢ “/R1) 2 — /A X\bootable DIEREICKBLEL " O
T AV -IRRTEINTRMT S
ZORRBIE, RDAVE—CDEDHBO7DABTREINET,
MakeVolumeBootable( pszVolume ), HRESULT=80004005
(e:\nts_sms_Tfre\sms\client\osdeployment\applyos\installcommon.cpp,759)

Failed to make volume E:\ bootable. Please ensure that you have set an
active partition on the boot disk before installing the operating system.

Unspecified error (Error: 80004005; Source: Windows)
ConfigureBootVolume(targetVolume), HRESULT=80004005
(e:\nts_sms_fre\sms\client\osdeployment\applyos\applyos.cpp,326)
Process completed with exit code 2147500037

& RS —4 > X T Format &PPartition 727> 3 > &FRALTMBR S RFARBICN—RRZ A THE/N—F 433
CRETRIBAICCOMBERRT BICIE. MOFIEEERTLET,

s [INET—bNN=FT 423 2ICTBIA TS a>EB8RLES, ZOATI 3> E&REY, I>Ea1—%
ICN=RRZSA TN DULHOEELBWES, FRTS—FT RIS UIFBENICOWTNMAD/N—F 1 >
IET—bNN=FT423UICLET, BEORTA TWRHIBEIEL. EOT—bN—FT 423> =T
BEICT 2 EBAHINEBIFNICHM T ZZ Ll TEE A,

SRTFLABEBERIT. YRTS—TROROTI a2 |l5lE=MANELA

RIS =T ZAMEFTINDE, OXRRIEOR RIS T TETSINE T, TOTYRINMET T2, £

DA R TVREBERT L. TEOYRIANTERZINTWBS XTABEMNIT R TEbNET, YT

BB DBEMNY RIS =T RBH,. L7 B FEIEFRIVEHELTERESNTWEZ L%

BRLET,

FRIS— O RAOEFTHRICTIT—HHREINS

RIS =T ZMBERICETINBVDICIETESEREANH Y ETH, YRTS -T2 ROETORE

ERRYT BI=DICERRTIVEND DAEMEOH D —RISEBENWNCONDH Y ET,

¢« DNSH—/N—=& WINSH—/N—MNEL<HEEL. ZELTLWDIEERABL TS,

o IR URFIETEEINEZERIBRN., FRTZ—T U RBHEPXE VT EBESIVRET D
EOICSCM S = IN—ORBRT 7 REEZRF > TWA T EEZER L TILREEL,

« WinPE TBLUZN L TBIOS REZBEAL LD LTWBIBEIR, Ny T —SESXFAICY I >O—-RT
EDLDICTARTEN =T 42 a2ICREILTT7 A =Xy hLTHELLBOH Y FT,

MDORZAN=—NNYITEREIFTIRTS =T RIT—DZM OFIES ICRTEDIC. O T 7AIINERARBZ
CEERMOEBAHDFAEICERIBETY,
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248 RTAN=)N\V I XEIFIT RIS =T RITT—DZ

1.

6.

7.

FRIZ—=2RER7) YT LTUITAR—MZEERLT, RIS =T RETTXR—HL
ESC

BENEE L 2BAE BEBOOBEERY v /F v —Z2REL TS,

BREANRMDA > A —JLICEEL TLWED, A A= BT CICRETIHBAIIRDEDICLE
_g—O

aa —WBIFAINTALIRIIZHEIMSI AR E=)LOJEOE—LET (RTEMPRBIE LT %
FARLTRDITEYT) , TOT7AIIEERE “1" TA4LIZRIICHY ., TUFALAREHI TR
DEDICTH—XY FENTWLET,

MSI<RandomCharacters>.LOG.

b. —BI77AINTALIMIICHIUR—bNNvT—204 20X N—)LO7%2E-LFY (B
BEHRTEMPR ZFR L TR DITET) . 7 7 A LB IE HPClientSCCM201 2Kit-setup.log TY,

A2V —)LOERFBICREEARE L BAIE. %TEMP%\ hpclient IZH B HPMK O 7 7 A JL&E
—LTLREEL, T5IC, Configuration Manager 1>V — L@ AdminUlLog 7 # LY — & 3
Configuration Manager 1> Y —JLOOT 7 7A€ IE—F ZMNEBAH Y ET,

RIS =2 AORITHICRBENRE LEIEAIE. XDOT7 74 )L%E WnPE BENS AE—T30E
NHWET, INHDT7AILIE FRTS =T AOETHRICIFEIF—&HLcax > R7O> S
FERCZETTIZERTEET, WInPE O RO REFEBTDICIE T—hA A=
TWLT[OAXY RYR=—FEBNNITBIA TS a>ERBRLES, COA S a2k T—hAA—
SERVZ Uy LTZONT «1&2BIRL, RIC[Windows PEIZRIRT D RTINET,

a. WInPE AMREBE SN TWBIEAIAS SMSTS.LOG 7 7 A )LEIE—LZE T,

« PXE J— b DA, X:\Windows\Temp\Smstslog
s O—AIRZTAT (C»D:) D\Smstslog
e SMSTSLOG<Time-Based-Name>.LOG

b. BN TZ7AILCXML 7 7 AL E, AHDELTERINTWBE T 7AILEBHY XTI
JE—-L%ETY,

. PXEZ7—hkOBA, X\Windows\inf [ZH&#1 T4 T L2 WInPE V5 SetupAPLAPP.LOG &
SetupAPILDEV.LOG # I — L F T,

I5—HDR—XSADERYI—ICEEL TWBBAIK. MToOd 7 7 A4 IILEFEBNLET,
a. ROT7AINFRNOHPMK 2>V —)LOY T 74 )L, %PROGRAMDATA%\HP\HP MIK\Logs

b. MROT7AIYRDOTNTH HP MK Client DO 7 7 A JL, %PROGRAMDATA%\HP\HP MIK\Logs
PO

%\SYSTEMROOT%\System32\config\systemprofile\AppData\Roaming\hpglLog\co
m.hp.si am.log

INSOO77 7 AIINERNTERENRARAE Y, HP ITEE T D2VBEDD DIEAIE. RDK DERHEE
DFMEHRBZAREL TR,
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a. [EESEKBORAT N (BIAIE TOCIXNEKBMLEESICETSATWE T3>, T
T AYvE—TETT-O-ROFPEEIZEEF Y TFv—)

b. BRESIhTWAOEa—%—0MAHE (EF7)L., N\N—ROT7#ER. BLONCDEE
) -LLTO LSt oiE,

i COFRTS T RERETIS 3 VA TNETIOREL TOEA 2 WO SEEEL
BT ?

ii. MBTICHEEEL TLVEIRS. SEIFAMMED DA ?

iii. YRS —TRFIFEFIELEBBOICE2—FYICERBL TWEIHN ? Bl«DBRL T
FAINEREIFIRTS =T RBHZEFBLTWETH?
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25 8 C — MIK FH® Sure Run &
(X Sure Recover H DA Ay

HP Sure Run & & OF HP Sure Recover T SN2 RAFIFEREICIE. MBOT R TORIEEZART D7
ﬁﬁﬁ*h%ﬁtﬁb’\)lﬂ):\: NEENTVWET, Z0OEH. TOBEMIE. WL 2MEEE
ﬁ< BIEd2Z&TY, FERIICIET 7 — LD T 7HGERREN EVAERRE TH D L LW O EH
Ll R e tﬁ%ﬁ*hfmiT ZOB, 77—/, T 7IlE HPSureRun & HP Sure Recover &
FTRANTZZOOECERZITREOFEFREZYR—NLET,

UTIE, =72V =D openssl AX > REFHAL TF—IT> R—X A NEBE EELF -
EEENTDEOOT > TILATY I TY, INSDOFIEORED, key_endorsement_cert.pfx 7 7
A )UICSRAGREEREZE NN 1) . signing_key_cert.pfx 7 7 A JLICEBEBIFBENH W £,

&5 Z?’HBO)?)HE X, 75w 75—/ kT SureRun/ Sure Recover L 2|
BT DOICERINIMBBEIERL TLET, LLTIEJZ‘W’L57 7A
IWE—BT7AINWHDMERT DT 7 A I ERET D=DICEB/FEEILOVE

NHWET,
HEAGRILAEE D1ERL
1. BIOBENSD—ET7 7AIHNEELLBEWEDICHIBRLET, (77 A IIHDEITHISBEIBRA
27TY)
del key.pem

del cert.pem

2. WBARRGIREICHER I AREZEMALET, (UToOX RIFE—TELTADLTKL
7250y

openssl req -x509 -nodes -newkey rsa:2048 -
keyout key.pem -out cert.pem -days 3650
-subj
"/C=US/ST=State/L=City/0=Company/0U=0rg/CN=www.example.com"

AR BPOOAR S RD-sub) AN RTA VN TA=F L, BEICEEDIERE RIRY
BEDNICEBTEINENDYET, TOINTA—YEZHELE, openssl [FIBEIRD A
NERLET, ZOBRIE HRON=>3>0DT77—-—AD T 71— —BLU0ER
BICRESNBTEELNH D=0, ELLANDLTLESL,
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3. BCERNEZLMEIBREA PKCSHI2ERICERLEYT, (LTI RIFTTICADL
TLREW)

openssl pkcsl2 -inkey key.pem -in cert.pem -export
-keypbe PBE-SHA1-3DES -certpbe PBE-SHA1-3DES
-out key endorsement_cert.pfx
-name ''Sure Run / Sure Recover Key Endorsement Certificate"

ZORTYITIHR, TSRV —ROITZRR—b)] ODARNERDSNETHN, EOEE Enter F
—&WITRETTT, (DFY. NAT—=—RIZADLEEA)

FEC: 7 7 A )L key.pem & certpem B RICIEINAINE—F 774 IL T,
NOTE: ZZ TR SN TLAHERIE. IXNTOTF7A/ILTREINTLEE A,

BB ZAAE OIFR
1. BIDBRENSDO—FT7 7 AIIDNEELLBWEDICEIBRLEY, (77 A ILHABEITNIZEIFRA
27TY)
del key.pem

del cert.pem

2. ERRICHERIORAMBRZENLET,

openssl.exe genrsa -out signing_key.pem 2048

3. RELBIMBEICERIIAMBEEEMLET, (UTOOAXRIFE—fTELTADLTKL
ZE0LY)

openssl req -x509 -nodes -new -key signing_key.pem
-keyout key.pem -out cert.pem -days 3650
-subj
''/C=US/ST=State/L=City/0=Company/0U=0rg/CN=www.example.com"

AR BRAOIOX Y RM-subj XY RS A 2INTA—FId, BABICEBDIEHRE MRS
BEDICEBETINENDHYET, TONTA—FEZDHENE . openssl [EIBERD A
DERLET,

4, BLEBEMZNRMEAE% PKCSH1I2ERICERmLET, (UToAX RIF1TICADL
T<LIEEW)

openssl pkcsl2 -inkey key.pem -in cert._pem -export
-keypbe PBE-SHA1-3DES -certpbe PBE-SHA1-3DES
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-out signing_key cert.pfx
-name ''Sure Run / Sure Recover Signing Key Certificate"

CORTYITIE, TINRT—=ROITRR—br] DANEKRDSNETH, TDOEE Enter F
—&=LET, (DFEY. NXT—RIFADLELA)

JEES: 7 7 1)L key.pem & certpem IR R ICHREINBINE—F 77/l T,
FE CZITHERAINTLAHERIE. INTOT77AILTREINTLEE A,

e B

o IA—Y-AEIRAEDEEINY &R T L. T7AIDGRAHAEN, Y4 D> bO-JLADIEDIA
HTONT A ELTRESNEY, ZORRTT 7AILIEARBICRY EFT,

o MKAREINZERBEXIFF—ICRHREADHDIEEIF. BEFIRAEOREFICKHBLELE
Frld IF—FAREBPEORFICKBMLELE] BEO—MEBAVE-HRRIEINET,
32048 B RE T, 0x10001 DIEHEFERTIVNERH Y ET,
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26 BEEBR

547 ROBBMICET 3TN TOZ—XIZDULWTIE, HP Client Management Solutions Web t 4 <2727
TRLTLIEE 0, http://www.hp.com/go/clientmanagement $NTDHP 75 A 7> bYW —LEL O RZT AN
IS 712 DLW TUE. HP Client Management Solutions 78— /3" — > D[HP Download Library]Z &R L T /EE Ly,
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