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SureClick Controller (clbec-prod1) 1st Feb 2018 - 28th Feb 2019

58% Malicious

64 of the 110 threats were decmed fo
b genunely maboimes, Those
remaining were cither unknown at the
i daf Bhe respuart, o alerts for
SUspRcoUs behaviour

Malware Families

We detected 26 defferent malware types, The most comemon of which was Wind2_ Trojan Npe, which appeared 136 tmes. ITs
possible that a single threal may sce the same malwane muliphe imes in differend fles

Thu=ae iz waens know 1o Booemsurn af the G, bul ifs possible thal since this report wers. geentraled, Somie mary hanee

changed, and mone data may be avaitable

. Wini2. Trerfan. Nps

2. Win¥Z. Trofan.Ransomnols

. Wind2. Trofan . Mannacrypt

. Document -wWord. Trodan. Cgo

. ByteCads-IAA . Fxplalt . OVE-2017-4681

. WinS2. Trojan. Wory

. WindZ, Trojan. Wanna

Trogan (20)

B Exploi [2)

Derwriloader (2]
PLLA (1)
Rarsommware (1)

. Dapument -Ward. Pxplait  O0 - 200 7- 11882

5. Document-Excel . Trojan. Adn

. Document -Word. Trojan. Frs

. Document -Word. Trojan. Sagent

73% Undetectable
840 of the 110 thicats were unknown o

ather werndons al the: ime the: Bheeat
was solated by Bromism. They would
il b bwsen presvended by dislsction

- Dapussnt -Ward . Trojan . Xdsc

. SOript-HAT. Trojan.OVE- 2817 - 11882




7. Win32.Trojan.Wanna 2 28. Script-BAT.Trojan.CVE-2017-11882

8. Win32.Trojan.Generickd 2 21. Win32.Ransomware.Wannacrypt

9. Document-Word.Trojan.CVE-2817-11882 4 22. Win32.Trojan.Cqc

18. Document-Excel.Trojan.CVE-2683-8347 3 23. Document-Word.Downloader.Sload
11. Document-Word.Trojan.CVE-2817-1182 E 24. Document-Excel.Downloader.Powload
12. Win32.Trojan.Emotet E 25. Document-Word.Trojan.Autoruns

13. Win32.Trojan.Phishing 2 26. Win32.Trojan.Loi

MITRE | ATT8CK

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command and Control
Escalation

a

We saw 7 different Mitre Att&ck techniques this period. The most prevalent was T1106 (Execution through API) with 12

@. T11e6: Execution through API 12
occurrences.

1. T1659: Command-Line Interface 5 The heat map above groups the 11 stages of the enterprise kill chain into columns. Since the kill chain moves from left to right,
the further to the right a spot appears, the deeper into its kill chain the malware ran.

2. T1129: Execution through Module Load 4

3. T1187: File Deletion 4

4. T1086: PowerShell 4

5. T1068: Registry Run Keys / Startup Folder 4 <

6. T1112: Modify Registry 1




5. T1860: Registry Run Keys / Startup Folder

6. T1112: Modify Registry

Broken down by time

By day Over this period
Breaking down the threat activity into days can be useful to see when your organisation is most at risk. Either because actors This period saw 110 threats, and the figure below charts the frequency at which they are received. The darke
are more active, or more likely because your users are. activity over the previous period compared to this one_

By application

Bromium secures various applications. This breakdown charts those applications which
receive the most threats.




HP Threat Triage Brief on Emotet Malware

Summary

+« Emotet is a modular banking Trojan that can brute force passwords, steal
credentials from web browsers and email clients, send spam and be used as a
beachhead to download other malware.

« Due to Emotet's capability to deliver obfuscated payloads and extend its capabilities
through self-upgradable modules,

9 May 2019

it has become a commonly-used payload ~ W

launcher in targeted attacks on organizations.
« Emotet's operators have adopted a “malware-as-a-service” business model, where
the Trojan is used to distribute other malware families, such as Trickbot.

Introduction

Emotet is a modular banking Trojan that is capable of stealing credentials from web

browsers and email clie
functioning as a dropper 1
using the Server Messad
Emotet has developed a
functionalities:

Use of packers to
Use of anti-analysﬂ
Indirect execution
Privilege escalatia
administrator cred
Obfuscated code %
Use of multiple pe
Encrypted imports
Multiple JMP instru
Self-upgradable m
Ability to move latg
Ability to make in
address books ang

HP Triage Report for the Government Entity
Summary

=  0On 2 May 2018, Bromium Secure Platform isolated the running of a malicious Waord
document containing  scripl-based malware (HTA, VBScript, JavaScripl and
PowerShell)

&« The mahware solely relled upon tools Dullt into Windows for code execution,
reconnaissance and persistence, epitamising ‘Living O the Land’ adversary tactics.

+  The Werd document opened by the user was nol delected by any signature-based
scanning engines.

Investigation

Cn 2 May 2018, Bromium isolated the running of a malicious Microsofi Word document ('srl-
201904 doc’) on a Customer compuier. The sample was shared with Bromium Threat Labs
by The Cusfamar for analysks.

Static analysis of the document found that it iz a Composite Document File V2 (CDFVZ) file
that was encrypled using AES in Cipher Blocking Chaining (CBC) mode with a 256-bit key.
The password to decrypt the document is "95CvE2aCDmpbbZBEC. On 1 May 2019 at 20:52,
the: dommnl wag Lrploadal:l fo \.ﬁrusTntal MD sn:annlng Englnes {W58) detected the file as
&}{EG'UIEE when [I'IE-' document Is opened. The document also contains an embedded image
(Figure 1) that requests the user to click the ‘Enable Editing’ button to disable Microsoft Word's
read-only mode (Protected View) and ‘Enable Content” to cause the macra (o run,
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Threats over time

Most at risk users by prevented threats

Most impacted devices by prevented threats

HP's isolation threat protection Client status

All Clients (B2 3)

Prevented threats by source

Threats by type
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